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SecurityMetrics Appliance

Correlated Intrusion Detection and Vulnerability Assessment

Correlated IDS and VA

The most intelligent IDS technology available. Each
attack is compared to the vulnerability assessment
database to confirm it is a real threat. If the attack
isn't a real threat then an alert is not sent. Saves
time, reduces false positives and alerts you when
real threats are occurring.

SecurityMetrics Appliance

The SecurityMetrics Appliance protects your network
from external attacks such as Denial of Service,
worms, and malicious hackers.

The Appliance also protects your internal network
from viruses, pornography, backdoors, cross-site
scripting attacks and more.

Hardware and Software Solution

The SecurityMetrics Appliance is an integrated
hardware and software solution starting from $5,999.
It provides advanced Intrusion Detection and
Intrusion Prevention functionality that analyzes your
network traffic and automatically stops attacks
24X7x365.

Versatile

Use the SecurityMetrics Appliance as an easy-to-
use standalone unit or as a network sensor in an
existing SNMP alerting system.

Reliable
A failover option is offered to ensure your network is
not interrupted even in the event of a power failure.

Firewall

An optional firewall module is provided with each
appliance. These modules complement and are
compatible with your existing network infrastructure

and security equipment.

Vulnerability Assessment

Perform unlimited vulnerability assessment
scanning on your entire network at no extra cost.
Schedule the scans to run at off-peak hours, receive
emails whenever computer risk increases and

receive repair instructions in each security report.

Easy to Install

The Appliance operates as a Layer 2 Bridge so
minimal network configuration is needed. It is easier
to install than a firewall. For details download and
read the SecurityMetrics IDS/IPS Whitepaper.

Low Maintenance

The SecurityMetrics Appliance automatically
downloads the latest IDS attack signatures,
vulnerability assessment scripts and program

enhancements nightly.

Fits Your Growing Network
The Appliance can be configured as a standalone
security solution or as a network sensor reporting to

a centralized management console.

Free 30-day Evaluation
A free 30-day evaluation is available upon approval
for a limited time. Email or call (801)724-9600 to

begin your 30-day evaluation.

Visit www.securitymetrics.com for more information.
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Easy To Install

The Appliance operates as a Layer 2 Bridge so minimal network configuration is needed. It is easier
to install than a firewall. For details, download and read the SecurityMetrics IDS/IPS White Paper.
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Workstations

All Models

Software

* Intrusion Detection System (IDS) with correlated vulnerability assessment for intelligent alerting
* Intrusion Prevention System (IPS) to automatically stop attacks 24x7x365

* Vulnerability Assessment for analysis and notification of security holes with repair instructions
* Firewall to secure your perimeter

Maintenance

* Telephone support included with maintenance
 Automatic software updates every night for IDS rules, VA scripts and program enhancements
* Hardware warranty included with maintenance

Model 10 Specifications

Hardware

* Stand-alone case
* 2 Network Interfaces (2x10/100 Megabit)

Model 40 Specifications

Hardware

* 1U Rack mount case
 2-4 Network Interfaces (1x10/100 Megabit, 1x10/100/1000 Megabit, 2x1 Gigabit-optional)
* Fail-over option available to allow network traffic to flow if power is interrupted

Model 60 Specifications

Hardware

» 2U Rack mount case
* 4 Network Interfaces (1x10/100 Megabit, 1x10/100/1000 Megabit, 2x1 Gigabit)
* Fail-over option available to allow network traffic to flow if power is interrupted

Visit www.securitymetrics.com for more information.




