SecurityMetrics

P2PE ASSESSMENT

As a service provider you may question how to begin offering a Payment Card
Industry (PCI) compliant Point-to-Point Encryption (P2PE) solution, and what
requirements you must fulfill to securely implement this solution. SecurityMetrics
P2PE Qualified Security Assessors (QSA) dedicate their time to educate, answer
questions, and help you achieve a successful P2PE audit.

STEP-BY-STEP GUIDANCE
SecurityMetrics is one of only a few companies worldwide that conducts P2PE
assessments. SecurityMetrics P2PE QSAs guide you through audit preparation,
onsite assessment of data flows and processes, key-management processes,
solution remediation, and the final P2PE Report on Validation (P-ROV) submission
to the PCI Security Standards Council (PCI SSC). By taking advantage of
SecurityMetrics PCI P2PE Assessments you can:
• Prepare for lasting compliance with upfront education and instruction to
help you understand what to expect and how to reach PCI P2PE compliance
requirements
• Take a smarter approach to PCI P2PE audits with detailed and accurate
assessment methods that focus on exposing common process flaws early
and accelerate overall audit process
• Get the attention your audit requires. SecurityMetrics QSAs are never
overbooked, which allows them to provide appropriate attention to your
business needs
• Validate and maintain compliance with the help of SecurityMetrics QSA
expertise that doesn’t stop at discovering process weaknesses. SecurityMetrics
QSAs help you establish controls to validate and maintain PCI P2PE compliance for your end-to-end solution

PCI P2PE AUDIT PROCESS:
SecurityMetrics completes your assessment with quality results you can trust. The
SecurityMetrics PCI P2PE Assessment team provides you the following services:
1. Custom Price Quote – Personalized quote to maximize your service and
minimize your price.
2. Pre Onsite Consulting – Initial assessment review to educate, set expectations, and prepare for an onsite assessment of your P2PE solution.
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3. Onsite Assessment – Review of Point of Interaction (POI) device, device
management, encryption/decryption environment, third party applications,
inventory management, key management, PCI DSS compliance, cardholder
data flows, and solution documentation for non-compliance.
4. Post Onsite Summary Report – Quick initial feedback on compliance status
and remediation needs.
5. Remediation Work – Consulting to resolve any non-compliance issues.
6. PCI Report Preparation and Submission– Documents compliance to PCI
requirements, provides you with the P2PE Report on Validation (P-ROV) for
review, and then submits compliance status to PCI SSC.
To simplify your PCI compliance efforts, when you engage SecurityMetrics for your
PCI P2PE Assessment, you will also benefit from the following:
• No Surprise Pricing – SecurityMetrics PCI P2PE Assessment pricing is
simple. There are no hidden charges, no add-on fees, and no onsite hourly
charges. SecurityMetrics gives you one price that won’t change.
• Higher Standard of Service – SecurityMetrics QSAs are accurate,
experienced, easy to work with, responsive to your needs, and provide comprehensive assessments. Clients enjoy working with SecurityMetrics QSAs
so much that over 90% of customers return the following year.
• Experienced and Approachable QSAs– SecurityMetrics QSAs have in-depth
understanding of the PCI landscape, effective PCI assessment methods,
and superior customer support. You are given direct QSA access to receive
responsive guidance before, during, and after your PCI P2PE assessment.
• No Long-Term Contracts – SecurityMetrics doesn’t lock you into a contract.
It establishes long-term customer relationships through performance, value,
and integrity rather than mandatory, long-term contracts
• Single Point of Contact – To keep communication lines open and eliminate confusion, SecurityMetrics assigns a single point of contact for each assessment.
• Full-Service PCI Expert – With expertise in PCI DSS assessments, forensic
incident response, vulnerability scanning, penetration testing, card data discovery, security appliances, PA-DSS assessments, PCI P2PE assessments,
training, and consulting, SecurityMetrics is one of only a few companies that
holds credentials for all aspects of PCI DSS compliance.
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ABOUT SECURITYMETRICS
We help customers close data
security and compliance gaps to
avoid data breaches. We provide
managed data security services
and are certified to help customers
achieve the highest data security
and compliance standards.
We’re a PCI certified Approved
Scanning Vendor (ASV), Qualified
Security Assessor (QSA), Certified
Forensic Investigator (PFI), and
Managed Security provider with 18
years of data security experience.
We help local shops as well as
some of the world’s largest brands
achieve data security through
managed services and compliance
mandates (PCI, HIPAA, GDPR).

