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Foreword

Despite advances in security technology and increased governmen-
tal cybersecurity initiatives, threat actors will not abandon their 
pursuit of patient data. Patient data is valuable. It can be used to file 
false claims, acquire prescription drugs, or receive medical care. 
Patient data often includes enough information to steal a person’s 
entire identity, allowing threat actors to open credit accounts, file 
fraudulent tax returns, or receive government-issued ID cards.

In light of recent data breaches, it’s clear that the healthcare 
industry is less prepared with HIPAA compliance than patients 
would expect. Security measures provided by HIPAA compliance 
have never been more necessary, as the value of patient data 
continues to rise on the dark web.

This past year, healthcare entities accounted 
for 35.6% of reported data breaches.1

Data breaches are often caused by simple, easy-to-correct things 
that go unnoticed and create vulnerabilities. Even organizations 
with layers of sophisticated IT and cybersecurity defenses can be 
exploited by an employee opening a malicious email or using a 
weak password.

This guide is not intended to be a legal brief on all aspects of HIPAA 
regulations. Rather, it approaches HIPAA from the perspective of 
a security analyst, focusing on how to protect electronic patient 
data. This guide will examine the policies, procedures, and security 
controls recommended to keep electronic patient data private and 
secure as described under HIPAA’s Privacy and Security Rules. It 
also discusses Breach Notification and Enforcement Rules.

Ultimately, our goal is to help you keep patient 
data safe.

MATT HALBLEIB

SecurityMetrics Audit Director
CCSFP | CISSP | CISA | QSA | PA-QSA
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How to Read This Guide

Whether you’re a new employee with limited HIPAA knowledge, an 
experienced system administrator, or a seasoned compliance officer, 
our guide aims to help you secure your environment, implement 
applicable HIPAA requirements, and protect the privacy and security 
of patient information.

Depending on your background, role, and organization’s needs, some 
sections may be more useful to you than others. Rather than reading 
our guide cover to cover, we recommend using it as a resource for 
your HIPAA compliance efforts. 

If you aren’t familiar with a particular term, please refer to the 
Terms and Definitions section at the end of this guide. 

The chart discusses the skill levels recommended for policy and 
procedure implementation:

SKILL 
LEVEL TOPIC

HIPAA SECURITY RULE
n Security Rule Introduction
n Risk Analysis and Risk Management Plan
n • Conduct a Risk Analysis
n • Find Your PHI
n • Identify Vulnerabilities, Threats, and Risks
n • Analyze Your Risk Level
n • Your Risk Management Plan
n • Implement Your Risk Management Plan
n PHI Destruction
n PHI Encryption
n • Full Disk Encryption
n HIPAA Security
n • Email Security
n • Secure Different Email Types
n • Email Alternatives
n Mobile Device Security
n • Mobile Security Best Practices
n Cloud Security
n • Cloud Security Responsibilities
n Physical Security
n • Control Physical Access to Your Workplace
n • Train Employees Regularly
n Firewall Security
n • Network Segmentation
n • Different Types of Firewalls
n • Firewall Configuration
n Wireless Networks (Wi-Fi)
n • Wireless Security Best Practices

Beginner

Intermediate

Advanced
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How to Read This Guide

Beginner Intermediate Advanced

SKILL 
LEVEL TOPIC

HIPAA SECURITY RULE (cont.)
n System Configuration Standards
n • Harden Your Systems
n • System Configuration Management
n • Regularly Update and Patch Systems
n • Establish Software Development Processes
n Secure User Access
n • Change Default Passwords
n • Role-Based Access Control
n Secure Remote Access
n • Remote Access Basics
n • Enable Multi-Factor Authentication
n Logging And Log Management
n • HIPAA Requirements for Logging
n • Implement Logging and Alerting
n • Establish Log Management
n • Log Management System Rules
n Data Breach Prevention Tools
n • Install and Review File Integrity Monitoring Software
n • Install Intrusion Detection and Prevention Systems
n • Install Data Loss Prevention Software
n Vulnerability Scanning
n • Find Your Network Vulnerabilities
n • Vulnerability Scan Best Practices
n • Vulnerability Scanning vs. Penetration Testing
n Penetration Testing
n • Penetration Testing Basics
n • Prepare for Your Penetration Test
n • Different Types of Penetration Testing

SKILL 
LEVEL TOPIC

HIPAA BREACH NOTIFICATION RULE
n Breach Notification Rule Introduction
n Incident Response Plan Overview
n • Incident Response Plan Basics
n • Incident Response Plan Phases
n What to Include in an Incident Response Plan
n • Emergency Contact and Communications List
n • System Backup and Recovery Processes List
n • Forensic Analysis List
n • Jump Bag List
n • Security Policy Review List
n Develop Your Incident Response Plan
n • Step 1: Identify and Prioritize Risks
n • Step 2: Identify Potential Risks
n • Step 3: Establish Procedures
n • Step 4: Set Up a Response Team
n • Step 5: Sell the Plan
n • Step 6: Train Your Staff
n Test Your Incident Response Plan
n • Types of Tabletop Exercises
n • Conduct a Tabletop Exercise

HIPAA PRIVACY RULE
n Privacy Rule Introduction
n • Healthcare Record Sets
n Uses and Disclosures of PHI
n • Uses and Disclosures of PHI Basics
n • Authorization Required
n • Opportunity to Agree or Object Required
n • Opportunity to Agree or Object Not Required
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SKILL 
LEVEL TOPIC

HIPAA PRIVACY RULE (cont.)
n • Uses and Disclosure Restrictions
n • Fundraising
n • Minimum Necessary
n • De-Identification Basics
n • Data Retention Policy
n Implement Privacy Rule Policies
n • Notice of Privacy Practices
n • Accounting of Disclosures
n • Amending Patient Records
n • Patient Complaints
n • Business Associate Agreement

HIPAA COMPLIANCE BEST PRACTICES
n HIPAA Documentation
n • Meet HIPAA Documentation Requirements
n • Compile HIPAA Documentation
n • Update Your HIPAA Documentation
n HIPAA Training
n • Training Best Practices
n HIPAA Audits
n • Why is the OCR Auditing You?
n • Possible OCR Audit Fines
n • How Does the OCR Audit Work?
n • Audit Preparation Best Practices
n • Conduct Internal Audits
n HIPAA Budget

Beginner Intermediate Advanced

The information described in this guide is presented as 
a reference and is not intended to replace security 
assessments, tests, and services performed by qualified 
security professionals. Users are encouraged to consult 
with their companies’ IT and cybersecurity professionals 
to determine their needs and to procure security services 
tailored to those needs.
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Executive Summary

HIPAA COMPLIANCE OVERVIEW

The Health Insurance Portability and Accountability Act of 1996 
(HIPAA) is a federal law enacted in the United States of America. 
It was primarily established to:

• Improve portability and continuity of health insurance 
coverage. Portability means insurance coverage is maintained 
when an individual starts a job with a new employer.

• Combat waste, fraud, and abuse in health insurance and 
health care delivery. This includes implementing the Privacy 
Rule, Security Rule, and Breach Notification Rule.

• Promote the use of medical savings accounts by 
standardizing the amount that may be saved per person in a 
pre-tax savings account.

• Improve access to long-term care services and coverage. This 
includes coverage of individuals with pre-existing conditions. 

• Clarify tax deductions for employers and other tax  
revenue items.

For many organizations, HIPAA has come to be associated with 
the HIPAA Security, Breach, and Privacy Rules, but it is broader 
than that (as outlined above). The HIPAA Act is composed of 
five parts (or titles).2 These align with the purposes for the law’s 
enactment in the previous list:

• Title I: Health Care Access, Portability, and Renewability

• Title II: Preventing Health Care Fraud and Abuse; 
Administrative Simplification; Medical Liability Reform

• Title III: Tax-Related Health Provisions

• Title IV: Application and Enforcement of Group  
Health Plan Requirements

• Title V: Revenue Offsets

Title II includes Administrative Simplification, which is where the 
Security Rule, Privacy Rule, and Breach Notification Rule can be 
found, as shown in the chart below.



Guide to HIPAA Compliance | Introduction | 9

HIPAA Titles
Title I:
Health Care Access,
Portability, and Renewability

Title II:
Preventing Health Care Fraud and 
Abuse, Administrative Simplification,
Medical Liability Reform

Title III:
Tax-Related Health Provisions

Title IV:
Application and Enforement of 
Group Health Plan Requirements

Title V:
Revenue Offsets

Title II
HIPAA Rules

Part 160:
General Administrative
Requirements

Part 164:
Security and Privacy

S U B PA R T  A  General Provisions
 (§§ 164.102 - 164.106)

S U B PA R T  B  (Reserved)

S U B PA R T  C  Security Standards for
 the Protection of 
 Electronic Protected 
 Health Information 
 (§§ 164.302 -164.318)

S U B PA R T  D  Notification in the
 Case of Breach of 
 Unsecured Protected 
 Health Information 
 (§§ 164.400 -164.414)

S U B PA R T  E   Privacy of 
 Individually Identifiable
 Health Information
 (§§ 164.500 - 164.534)
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Executive Summary

PRIVACY RULE

The Privacy Rule establishes standards to protect an individual’s 
medical records and other protected health information (PHI). It 
concerns the uses and disclosures of PHI and defines the right of 
individuals to understand, access, and regulate how their medical 
information is used. 

The Privacy Rule strives to ensure that an individual’s health 
information is properly protected. At the same time, it allows access 
to information needed to ensure high-quality health care and to 
protect the public. The Privacy Rule strikes a balance that permits 
important uses of information while protecting the privacy of people 
who require health care services. 

SECURITY RULE

While the Privacy Rule outlines what information needs to be 
protected, the Security Rule operationalizes the protections 
contained in the Privacy Rule. It does this by addressing the 
technical and non-technical safeguards that organizations must put 
in place to secure individuals’ ePHI. 

The Security Rule protects a subset of information covered by 
the Privacy Rule. The Privacy Rule includes all individually iden-
tifiable health information, while the Security Rule includes any 
data a covered entity creates, receives, maintains, or transmits 
in electronic form. HIPAA was established to help address the 
increased risks that arose when the healthcare industry began 
to move away from paper processes and relied more heavily on 
electronic information systems to conduct administrative and 
clinically based functions. 

While the Security Rule does not explicitly apply to PHI transmitted 
orally or in writing, the Privacy and Breach Rules do. It is considered 
best practice to protect all forms of PHI in your organization. 

BREACH NOTIFICATION RULE

The Breach Notification Rule provides instructions for dealing with 
an impermissible use or disclosure of protected health information. 
Collectively, the Privacy, Security, and Breach Notification Rules are 
commonly known as the HIPAA Rules. 

ENFORCEMENT OF HIPAA

HIPAA Rules are enforced by the HHS Office for Civil Rights (OCR). 
Covered entities (CE) and business associates (BA) that create, 
receive, transmit, and/or maintain protected health information (PHI) 
in any way must be HIPAA compliant.

If organizations are breached and not compliant with HIPAA require-
ments, they can face serious financial consequences.

In general, fines, costs, and losses may include:3

• HHS settlements: up to $1.5 million per violation per year

• Implementation of new systems and processes: Varies

• On-going credit monitoring for affected patients:  
$10 per individual

• Federal Trade Commission: $40,000 per violation

• Class action lawsuits: $1,000 per record

• State attorneys general: $150,000–$6.8 million

 
Based on the size of the breach and severity of noncompliance, these 
estimates can vary widely. With the possibility of these and other 
consequences, it’s important to take HIPAA compliance seriously.

https://www.securitymetrics.com/blog/cost-hipaa-breach-insurance
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COVERED ENTITIES VS. 
BUSINESS ASSOCIATES

To start your compliance efforts, you need to know where your orga-
nization fits in with HIPAA requirements.

A covered entity is a health plan, healthcare clearinghouse, or 
healthcare provider that electronically transmits health information, 
such as doctors, dentists, pharmacies, health insurance companies, 
and company health plans. While a member of a covered entity’s 
workforce is not considered a business associate, a healthcare 
provider, health plan, or healthcare clearinghouse can be considered 
a business associate of another covered entity.

A business associate is a person or entity that performs certain 
functions that involve the use or disclosure of PHI. Business 
associates can be from IT, legal, actuarial, consulting, data 
aggregation, management, administrative, accreditation, and 
financial organizations. Some business associate functions include:

• Claims processing or administration

• Data analysis, processing, or administration

• Utilization review

• Quality Assurance

• Billing

• Benefit management

• Practice management

• Repricing

For example, a business associate could be a third-party adminis-
trator that assists a healthcare organization with claims processing, 
a consultant who performs utilization reviews for a hospital, or a 
managed IT service provider.



COMMON COVERED ENTITY CONCERNS

Covered entities typically understand and follow most of the Privacy 
Rule. For example, privacy practices are usually posted throughout 
offices and hospitals, and workforce members are usually trained on 
uses and disclosures. 

However, many covered entities have gaps in their understand-
ing and implementation of the Privacy Rule requirements. For 
example, it’s common for them to not implement or update business 
associate agreements (BAA), which are required for all relationships 
wherein a business associate creates, receives, maintains, and/or 
transmits PHI.

Even with a BAA in place, covered entities retain responsibility for 
how their business associates protect PHI. This is why it’s necessary 
to monitor your business associates’ privacy and security practices, 
and make sure you’re only sending business associates the minimal 
amount of data necessary to perform their assigned tasks.

Covered entities often struggle with Security Rule requirements 
(e.g., firewalls, secure remote access, encryption). To start 
addressing issues, find your patient data. Examine every single 
process patient data goes through, every computer it sits on, every 
person who touches it, and every technology that has access to it.

Next, complete a risk assessment and implement a risk 
management plan to address any newly discovered technological or 
physical vulnerabilities.

After addressing vulnerabilities, make sure to hold regular 
employee training, which will teach your staff how to best protect 
patient data. We recommend training employees on HIPAA 
compliance at least once a year, though you may want to break 
training up into monthly sessions.

Continuous training will help your staff keep up 
with and remember HIPAA rules and regulations.

12 |  
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COMMON BUSINESS ASSOCIATE CONCERNS

When it comes to responsibility, business associates sometimes 
think they’re exempt from HIPAA compliance, especially those who 
don’t consider themselves part of the healthcare industry.

However, HHS considers any entity that creates, receives, transmits, 
and maintains PHI on behalf of a covered entity to be a business 
associate, and requires them to protect PHI. Business associates are 
legally bound to follow the Security and Breach Notification Rules, 
as well as follow the Privacy Rule requirements established by the 
covered entity or entities with which they do business.

This responsibility applies regardless of whether or not the business 
associate signs an agreement with the covered entities or other 
business associates it serves. The HHS defines business associates 
based on the activities they undertake with regard to PHI, not with the 
status of a formal agreement, so it’s important to have properly signed 
agreements in place to adequately frame your business relationship.4

If your system handles PHI, it needs to be configured and managed 
in a manner that complies with HIPAA regulations. Business 
associates should consider implementing network segmentation 
to separate devices that interact with PHI from other devices. 
Segmentation is one of the easiest ways to reduce cost, effort, and 
time spent on aligning your systems with HIPAA regulations.

If your covered entity terminates your contract, you need to make 
sure that any PHI you have created, received, transmitted, and 
maintained is:

• Returned to the covered entity

• Protected by adequate safeguards and security

• Not used or disclosed

• When possible, permanently deleted

 
If it isn’t possible to return or destroy PHI, you will need to continue 
to protect the information from impermissible uses and disclosures.

You also need to assess your responsibilities concerning minimum 
necessary requirements, making sure to limit the amount of PHI 
you use, disclose, and request to the minimum amount necessary to 
accomplish the intended purpose. Specifically, every time you grant 
employee access to PHI and receive PHI from another organization 
or individual, ask yourself what the minimum amount of information 
required to accomplish the requested task is.

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/business-associates/index.html
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HIPAA Compliance Trends

SecurityMetrics conducted four surveys 
in 2022 to gather information specific to 
HIPAA’s Security, Breach Notification, and 
Privacy Rules.

We received responses from 277 different 
healthcare professionals responsible for 
HIPAA compliance. These professionals 
primarily belong to organizations with 
fewer than 500 employees, but these 
statistics are important for organiza-
tions of any size because most (if not all) 
healthcare organizations share patient data 
with smaller organizations (e.g., hospitals 
send patient data to specialty clinics). 
Whenever patient information is shared, the 
security of one organization could impact 
the security of the other, regardless of size.

  48% !
conduct a risk analysis at 
least annually

45% "
review their risk 
management plan at least 
annually

  95% !
comply with PCI DSS 
compliance

41% !
comply with HITRUST 
requirements

31% !
comply with GDPR 
compliance

RISK MANAGEMENTCOMPLIANCE MANDATES
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  31% #
encrypt patient data

81% !
delete or destroy  
sensitive data

48% "
use multi-factor 
authentication 

64% "
have automatic timeouts/
logouts enabled on all 
workstations 

PATIENT DATA SECURITY   73% "
don’t send emails containing 
patient data

5% ! employees email 
patient data to doctors 
outside of their network

5% ! email patient data to 
business associates

3% ! email patient data to 
themselves

45% "
that email patient data send 
data through encrypted 
email services

36% !
send patient data through 
patient portals

18% "
send patient data through 
unencrypted email services

  88% " 
don’t allow this usage  
of organization-owned 
mobile devices

28% !
have a mobile device policy 
(e.g., BYOD policy)

34% !
don’t use mobile encryption

EMAIL SECURITY MOBILE DEVICE SECURITY
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  43% !
conduct vulnerability scans

14% "
conduct scans at  
least quarterly

  21% "
perform penetration tests

14% "
perform penetration tests at 
least annually

  17% "
store system logs

12% "
review their data prevention 
tool logs at least monthly

52% #
review access control 
systems at least annually

VULNERABILITY SCANNING

PENETRATION TESTING

SYSTEM MONITORING  22% "
don’t know what firewall(s) 
their organization uses

46%! use software firewall(s)

40%! use hardware firewall(s)

16%" use web application 
firewall(s)

55% !
use a security professional 
or third party to manage 
their network’s firewall(s)

22% !
review their firewall rules at 
least quarterly

FIREWALL BEST PRACTICES
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  69% !
review their business 
associate agreement docu-
mentation at least annually

74% "
update their notice of privacy 
practices (NPP) documenta-
tion at least annually

80% !
review their HIPAA 
compliance documentation 
at least annually

77% #
review their HIPAA 
compliance documentation 
at least annually

  14% " 
don’t have any response 
plan policies in place (e.g., 
incident response plan, 
disaster recovery plan, 
business continuity plan)

28% "
review their response plan 
policies at least annually

21% "
test their incident  
response plan

  58% !
train employees at least 
annually

52% !
test employees on their 
HIPAA training

37% " email patient data to 
business associates

31% " email patient data to 
themselves

60% # provide HIPAA Privacy 
Rule training

DOCUMENTATION INCIDENT RESPONSE HIPAA TRAINING
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RECENT HEALTHCARE BREACH TRENDS

Healthcare organizations continue to be the target of an unending 
stream of cyberattacks. The critical nature of healthcare services–
and the value of the data they hold–puts healthcare organizations 
into focus for threat actors.

We often find that healthcare organizations are not adequately 
prepared to prevent data breaches.

For example, they often have legacy systems for which security 
updates (i.e., patches) aren’t available, or the updates are likely to 
cause the system to crash. 

There are three particular security aspects that require special 
attention by healthcare organizations: ransomware attacks, mobile 
device security, and phishing attacks.

Healthcare organizations are still being  
targeted with these attacks.

RANSOMWARE ATTACKS

Ransomware attacks have become more sophisticated and more 
readily available in the criminal world, with hackers often selling 
their methods as a kind of “Ransomware as a Service.”

Threat actors recognize that healthcare organizations can’t afford 
to be inoperable for very long and often will pay a high ransom to 
quickly regain control of their systems. Because of this, ransomware 
is a cyber-attack trend that is not likely to go away soon.

In most of the forensic investigations SecurityMetrics performed, 
the ransomware was originally downloaded inadvertently by a 
workforce member who was either surfing the web or opened a 
malicious link in a phishing email.

Your staff needs to receive regular social 
engineering and phishing training.

To help limit the damage of ransomware, back up files often and 
make sure that a recent backup is always stored offline. This way 
your backup will not be impacted by ransomware or other cyberat-
tacks. Remember to test your ability to restore your systems from 
your backups. Many organizations have found that this task is much 
more difficult than pre-supposed.

MOBILE DEVICE SECURITY

Personal devices continue to be problematic. The problem with 
“bring your own device” (BYOD) procedures is that if employees 
work in a highly secure environment and then take their device home 
and log in to a less-secure environment, they may unknowingly visit 
an infected site that downloads malware to their personal device. 
When they go to work and log into the corporate environment, that 
malware can be transferred to the corporate network.

We recently saw a case that started with the breach of a cell 
phone belonging to an employee’s spouse. That foothold permitted 
malicious actors to pivot to the employee’s laptop, which offered 
easy ingress to their company’s systems. This breach resulted in the 
diversion of payments from patients to the threat actor, as well as 
the theft of employees’ W-2s, payroll, and tax information.

Employees need to be trained on BYOD security best practices. For 
example, they should not download apps that aren’t necessary for 
their job responsibilities and need to be cautious with their Internet 
usage. Personal devices should also follow security best practices (e.g., 
encrypt stored data, accept regular software and application updates).



Guide to HIPAA Compliance | Introduction | 19

BUSINESS EMAIL COMPROMISE

Business email compromise attacks that originate as phishing 
scams have become increasingly dangerous and harder to detect 
in recent years. Attackers often monitor emails closely so they can 
craft emails that look like they come from your organization or a 
legitimate third-party provider.

A poorly trained employee can inadvertently cause a lot of 
damage to their company if they fall victim to a phishing 
campaign. Train your employees to verify email information by 
calling the party using a number that is known to be reliable 
(rather than calling a number that might have been included in 
the email) to validate the email’s legitimacy.

It doesn’t require a highly skilled cybercriminal to launch an effective 
phishing campaign. Phishing scams are the number one method of 
launching successful ransomware attacks. They can also lead to the 
installation of key loggers and a host of other malicious activities.

Employees need regular training and testing to successfully 
avoid phishing attacks. This training needs to include upper 
management and executives because targeted attacks called 
spear fishing or whaling have been shown to be effective ways of 
carrying out malicious attacks.
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Practicing Good  
Cyber Hygiene

MATT HEFFELFINGER
Director of SIEM Operations | GSTRT | CyRP (Pepperdine) |  
GRCP | SSAP | ITIL4-F | GISF | Lean Six Sigma Certified (Villanova) |  
ISO27001 Lead Cyber Implementer PECB Certified

There is a practice that goes beyond specific threat actors, threat 
landscapes, and attack vectors. It’s known as “cyber hygiene” and is 
all about security fundamentals and day-to-day processes.

While every organization is different, the end goal of a cyber hygiene 
regimen is to identify vulnerabilities, minimize risk exposure, and 
reduce the potential for a breach. Cyber hygiene includes a variety 
of subject areas. However, the theme is that you should consistently 
perform activities that minimize risk, day to day. If everyone in an 
organization is aware of cyber security, you can better develop a 
“human firewall” culture.

Some cyber hygiene examples include:

• Minimize doorways into your organization. Make sure 
individuals who travel extensively or work remotely use 
multi-factor authentication (MFA), have an RFID-protected 
passport and credit card holders, and encrypted or data 
blocking USB drives to protect devices while charging.

• Discuss employee social media use, including how threat 
actors use employees’ personal lives to identify their work 
lives. Threat actors look for the easiest routes, which can 
include LinkedIn, Facebook, or other social media accounts. 
Threat actors scope for information, then send a phishing 
email or friend request. From there, they deploy malware or 
a trojan and pivot from the employees’ personal life to their 
work accounts. Many employees feel they are not a target 
because of their title or responsibility, however that sense 
of complacency is the perfect target for a threat actor.

ANALYST’S PERSPECTIVE

“Identify vulnerabilities, 
minimize risk exposure,  
and reduce the 
potential for a breach.”
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• Remote work can lead to remote exploitation, organizations 
will need to place a greater emphasis on securing these 
areas. Threat actors are opportunists and they know more 
organizations than ever are using remote access tools like 
Zoom to access the office. Ensuring your organization is 
practicing good cyber hygiene in this area is critical.

• Good cyber hygiene means ensuring your organization has 
and uses a comprehensive strong, password program, 
utilizes multi-factor authentication, regularly runs best 
practice assessments to patch or resolve misconfigurations, 
uses PAN-DB URL filtering blocking on newly registered 
domains, enforces SSL decryption to these new domains, 
blocks users from downloading risky file types like .exe 
and powershells, updates Threat Prevention Policies, 
procedures, risk register, increases logging especially on 
newly created domains, uses DNS layer protection as more 
than 80% of malware uses DNS to establish C2 or conduct 
web content integrity checks offline.

• Threat actors are increasingly targeting supply chains. 
So, your cyber hygiene should include your extended 
enterprise and include performing risk assessments on 
third party apps used in your environment.

• Cyber hygiene should include re-examining your business 
resilience and disaster recovery plan annually or semi-annually. 
Be sure to complete table top exercises with key people in your 
organization who might be involved should a breach occur. 
For many organizations, the biggest threat to resiliency is the 
inability to implement multi-factor authentication.

• Finally, cyber hygiene should always come from the top, so 
involving your organization’s Board of Directors will help 
keep communication open about threats and vulnerabilities 
and strengthen the plan to counteract should a breach occur.
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Security Rule Introduction

Healthcare organizations often struggle more to apply the Security 
Rule than the Privacy or Breach Notification Rules. This is why 
PHI is often leaked or stolen from healthcare organizations that 
have not been properly following the Security Rule. The HHS OCR 
Breach Portal shows that over 2300 breaches since 2009 occurred 
because of electronic device misuse or loss (e.g., laptops, desktop 
computers, network servers).5

According to HHS, a major goal of the Security Rule is to protect the 
privacy of individuals’ electronic health information, while allowing 
organizations to adopt new technologies to improve the quality and 
efficiency of patient care.6

For example, some HIPAA Security Rule requirements try to make 
it more difficult for attackers to install malware and other harmful 
viruses onto systems, such as:7 

• §164.308(a)(5)(ii)(A) Install periodic security updates.

• §164.308(a)(5)(ii)(B) Establish procedures for guarding against, 
detecting, and reporting malicious software (anti-virus).

• §164.308(a)(5)(ii)(C) Enable logging and log alerting on 
critical systems.

• §164.308(a)(5)(ii)(D) Establish password management 
procedures for creating, changing, and safeguarding passwords.

• §164.308(a)(5)(i) Implement a security awareness and 
training program for all workforce members (including 
doctors and senior management).

The Security Rule was designed to 
accommodate healthcare organizations 
of all sizes and technical complexity. The 
path to compliance with the Security Rule is 
different for everyone, and each organization 
must implement security controls that will 
effectively minimize their unique set of risks. 
This starts with a risk analysis.

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf
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Risk Analysis and Risk Management Plan

Risk Analysis and Risk Management Plan

CONDUCT A RISK ANALYSIS

HHS states, “conducting a risk analysis is the first step in identifying 
and implementing safeguards that comply with and carry out the 
standards and implementation specifications in the Security Rule. 
Therefore, a risk analysis is foundational.”8

A risk analysis is a way to assess your organi-
zation’s potential vulnerabilities, threats, and 
risks to PHI. It must be performed to lay the 
foundation for your data security program.

HIPAA regulations do not form the basis for a fully functional 
data security program. They were intentionally written to offer 
flexibility to the many different sizes and complexities found in 
healthcare organizations.9

Besides helping you know where vulnerabilities, threats, and risks 
are in your environment, a risk analysis may offer some protection in 
the event of a data breach or audit by HHS. Organizations that have 
not conducted a thorough and accurate risk analysis can expect to 
be hit with severe financial penalties.

The purpose of the risk analysis is to help healthcare organi-
zations identify and address potential security vulnerabilities, 
threats, and risks.

HHS has stated on multiple occasions they will make examples of 
healthcare organizations that put PHI at risk.10 Given the importance 
of a risk analysis, you may want to consider working with a HIPAA 
security expert to conduct a thorough risk analysis.

HHS recommends that organizations follow industry-standard risk 
analysis protocols, such as NIST SP 800-30.8 Make sure that the 
following elements are in your risk analysis:

• Scope analysis

• Data collection

• Vulnerabilities/threat identification

• Assessment of current security measures

• Likelihood of threat occurrence

• Potential impact of a threat

• Risk level

• Periodic review/update as needed

https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html
https://www.hipaajournal.com/common-hipaa-violations/
https://www.securitymetrics.com/blog/how-start-hipaa-risk-analysis
https://www.securitymetrics.com/blog/securitymetrics-nist-800-30-risk-assessment
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FIND YOUR PHI

Detailed PHI flow diagrams (see the following examples) are vital for 
your risk analysis because they show how people, technology, and 
processes interact to create, receive, transmit, and maintain PHI. 
Data flow diagrams reveal where you need to focus your security 
efforts and training.

Begin the process by creating a diagram that shows how PHI 
enters your network, the systems it touches as it flows through 
your network, and any point at which it may leave your network.

For example, patients fill out forms at hospitals, who send patient 
records to doctors’ offices, who then transfer medical records 
to pharmacies. Or patients might add sensitive information to 
third-party patient portals online, which then emails a dental  
receptionist, who then prints and stores it in a file cabinet.

48% of survey respondents reviewed their 
Risk Analysis at least annually.

How often organizations conduct a Risk Analysis 
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1PHI Flow Diagram Example 1:

1. The doctor logs in to the portal  
and uploads lab results for the  
patient to view. 

2. The portal saves lab  
results to the database. 

3. The portal sends a notification  
through the SMTP server to the  
patient, notifying them of activity.

Risk Analysis and Risk Management Plan
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2 41PHI Flow Diagram Example 2:

1. Patient receives  
notification via email  
that they have lab  
results to view.

2. The patient logs in to  
the portal and requests  
lab results.

3. The portal pulls lab  
results from the database.

4. The portal displays lab  
results to the patient.
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Risk Analysis and Risk Management Plan

PHI ENTRY

For PHI entry, think of both new and existing patient records. PHI can 
begin from patients filling out their own information on physical paper 
to the front desk taking messages for their physicians, to business 
associates faxing you about current or former patient information.

Consider the following sample questions when determining where 
your electronic PHI is created and enters your environment:

• Email: How many computers do you have, and who can  
log on to each computer?

• Printer: Do you ever print patient data?

• Texts: How many mobile devices do you have, and  
who owns them?

• EHR entries: How many staff members do you have 
entering data?

• Faxes: How many fax machines do you have? Do they 
accept PHI?

• Mail: How is incoming mail handled? Does it contain PHI?

• New patient papers: How many papers are patients 
required to fill out, and where? Front desk? In the 
examination room?

• Business associate communications: How do business 
associates communicate with you? Do they interact with PHI?

• Databases: Do you receive marketing databases of 
potential patients to reach out to? What records and data 
do you enter into your database?

• Websites: Do you accept PHI online?

You need to document where PHI is created, how PHI enters your 
environment, what happens when PHI enters, and how PHI exits.
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PHI STORAGE

You need to know exactly what happens to PHI after it enters your 
environment. Is it automatically stored in your electronic health 
record (EHR) or electronic medical record (EMR) system? Is it 
copied and transferred directly to a specific department (e.g., 
accounting, marketing)?

Additionally, you must record all hardware, software, devices, 
systems, and data storage locations that can access PHI.

Here are common places PHI is stored:

• EHR/EMR systems

• Mobile devices

• Workstations

• Email

• Servers

• Laptops

• Computers

• Applications

• Calendar software

• Operating systems

• Encryption software

• Shred bin containers

• Non-approved storage locations

• Wireless (networked) medical devices

• Physical locations/storage (e.g., filing cabinets)

PHI TRANSMISSION

When PHI leaves your organization, it’s your job to ensure PHI is 
transmitted or destroyed in the most secure way possible. You and 
your business associates are responsible for how the business 
associates handle your PHI.

Here are some things to consider when PHI leaves your environment:

• Business associates: Are you sending data through 
encrypted transmission? Are they? Is data sent to them 
kept at a minimum?

• Email: What procedures are in place for how patients 
receive data?

• Flash drives: What policies are in place? Do they  
include encryption?

• Websites: Are patients able to access PHI online? How are 
those pages protected? Have they undergone vulnerability 
scans and penetration testing?

After documenting these processes, examine them to discover 
gaps in your security and vulnerabilities in your environment,  
so you can properly secure all PHI.

https://www.securitymetrics.com/pii-data-discovery
https://www.securitymetrics.com/pii-data-discovery
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Know Your  
PHI’s Lifecycle 

MATT HALBLIEB
SecurityMetrics Audit Director 
CCSFP | CISSP | CISA | QSA | PA-QSA

One of the first steps in protecting PHI is determining how much 
of it you have, what types you have, where it can be found in your 
organization, what systems handle it, how it is transmitted, and to 
whom you disclose it. You should take time to interview personnel to 
document those systems/processes and who has access to them.

You are probably not aware of every task and situation that your 
workforce members encounter daily. Interviewing personnel is one of 
the best ways to get further insight into how you’re interacting with 
and using PHI on a regular basis. It may help you discover uses, access 
to systems, or certain disclosures of which you were not aware.

For example, we often see large data storage areas where patient 
data lies around unprotected while it is “being worked on,” and staff 
members commonly create copies of patient data and leave the 
copies unattended on the printer.

When IT staff don’t fully understand which system components ePHI 
is stored on, they don’t properly protect the data, which can and 
does lead to large breaches.

Fully understanding all the PHI you have, where it is stored, what 
processes touch it, and how it is used in your organization is critical 
to enabling a business to properly handle and secure PHI. 

Make sure that your staff accurately understands how you use PHI/
ePHI and is trained on how to properly handle it.

AUDITOR’S PERSPECTIVE

“Fully understanding all the  
PHI you have, where it is stored, 
what processes touch it, and 
how it is used in your organi-
zation is critical to enabling a 
business to properly handle  
and secure PHI.”
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IDENTIFY VULNERABILITIES, 
THREATS, AND RISKS

The purpose of a risk analysis is to help healthcare organizations 
document potential security vulnerabilities and threats, so they can 
determine which risks need to be addressed to reduce the chance of 
experiencing a breach.

A vulnerability might be a flaw in system security controls that 
could lead to ePHI being improperly accessed. For example, let’s 
say you have a system that requires your employees to log in 
using a username and password. That would be a system security 
control. However, let’s imagine that you don’t have a good process 
in place for removing account access when an employee leaves the 
company. That lack of process is a vulnerability.

A threat is a person, group, or thing that could take advantage 
of a vulnerability. For example, what would happen if you had a 
disgruntled employee who left the company? They might want 
to get back into the system and obtain ePHI after they were 
terminated. That disgruntled employee is a threat.

Risk is determined by understanding the probability of a threat 
exploiting a vulnerability and combining this probability with the 
potential impact to your organization.

Thinking again about our disgruntled employee, how likely is it in 
your organization that someone will leave your organization and 
then gain improper access to ePHI, and what would be the impact to 
your organization if it happened? That exploit probability combined 
with exploit impact is your risk.

Consider these categories as you think about your 
vulnerabilities, threats, and risks:

• Digital (e.g., weak passwords, shared ID credentials)

• Physical (e.g., not shredding PHI, accessibility of 
facility)

• Internal (e.g., workforce members)

• External (e.g., hackers, thieves)

• Environmental (e.g., fires, hurricanes, storms)

• Negligent (e.g., unknowing employee, accidental loss)

• Willful (e.g., disgruntled former employee, willfully 
disregarding risks)

VULNERABILITYTHREAT EXPLOIT
PROBABILITY

EXPLOIT
PROBABILITY

EXPLOIT
IMPACT RISK
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THIRD-PARTY SCANS AND TESTS

It’s difficult—if not impossible—to find every weakness in your 
organization on your own. To take your security to the next level and 
avoid weaknesses in your system, consider implementing additional 
security services such as:

Internal and external vulnerability scanning: Automated testing for 
weaknesses inside and outside your network.

Penetration testing: Live, hands-on testing of your system’s 
weaknesses and vulnerabilities.

Gap analysis: Consultation on where your gaps in security and 
compliance exist and what steps need to occur next to close them.

ANALYZE YOUR RISK LEVEL

You need to decide what risks could impact your organization, 
your data, and ultimately, your patients. Risk ranking is a crucial 
part of your risk analysis that will eventually translate to your risk 
management plan.

To analyze your risk level, consider the following:

• Probability: The existence of a threat doesn’t guarantee 
vulnerabilities will be exploited. For example, organizations 
in Florida and Maine technically could both be affected by 
a hurricane. However, Florida-based organizations have 
a higher hurricane risk level, because the likelihood of 
hurricane landfall is greater in Florida than in Maine.

• Impact: How would a particular event affect your 
organization? While you don’t want any PHI to be accessed 
improperly, the impact to your business for one leaked 
record will be smaller than if hundreds or thousands of 
records are exposed. For example, while a computer screen 
might accidentally show PHI to a patient in the waiting 
room, it can only show one record at a time, while an 
attacker accessing your unsecured Wi-Fi could gain access 
to entire databases.

Risk Analysis and Risk Management Plan

https://www.securitymetrics.com/internal-network-scan
https://www.securitymetrics.com/vulnerability-scan
https://www.securitymetrics.com/penetration-testing
https://www.securitymetrics.com/hipaa-audit
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Conduct an Accurate and  
Thorough Risk Analysis

THOMAS MCCRORY
SecurityMetrics Security Analyst | MSIS | QSA | CISSP

As we work with individual entities, we find that because they 
attempt to perform a risk analysis with only in-house skills, a 
non-security professional, or an unqualified third party, many vul-
nerabilities and risks are missed.

An in-house risk analysis can be a great first step toward HIPAA 
compliance, but if your staff is stretched too thin (as they typically are), 
you probably won’t see accurate and thorough results. Additionally, IT 
staff members are rarely trained to perform a formal risk analysis.

Performing a risk analysis is a skill set that requires extensive 
experience in information technology, business process flow 
analysis, and cybersecurity, so it is usually unrealistic to expect 
your IT staff to accomplish this task for you.

Yet a complete and thorough risk analysis is one of the best ways for 
you and your organization to make intelligent and informed business 
decisions. After all, without adequately understanding your risk, how 
would you best decide where to put your resources?

AUDITOR’S PERSPECTIVE

“Without adequately under-
standing your risk, how would 
you best decide where to put 
your resources?”



34 |  

 

YOUR RISK MANAGEMENT PLAN

The risk analysis outcome, with its risk rankings, provides the basis 
for your risk management plan. Creating a risk management plan 
is the step that works through issues discovered in the risk analysis 
and provides documentation that proves your active acknowledg-
ment (and correction) of PHI risks.

There are many frameworks you can use to create a Risk 
Management Plan, but the process will commonly consist of three 
main steps:

1. Plan how you will evaluate, prioritize, and implement 
security controls.

2. Implement security measures that address the greatest 
areas of risk first.

3. Test the security controls you’ve implemented and be sure 
to keep an eye out for new areas of risk.

The HIPAA Security Rule requires you to complete a risk analysis 
and risk management plan on a regular basis.

IMPLEMENT YOUR RISK MANAGEMENT PLAN

After a plan is created to address risks, it’s time to implement it. 
Starting with the top-ranked risks first, identify the security measure 
that fixes that issue.

For example, if your risk is that you still use Windows XP (i.e., an 
unsupported system with known vulnerabilities that cannot be 
patched), your security measure would be to update your computer 
operating system or work with your vendor to properly mitigate the 
identified risk.

Another important part of the risk management plan is docu-
mentation. In the event of an audit, HHS will want to see your risk 
management plan, your risk management plan documentation, and 
regular progress made to address the risks identified in your risk 
management plan.

As far as HHS is concerned, if it’s not 
documented, it never happened.

Although specific items included in a Risk Management Plan vary, 
the following points are industry best practices:

• Risk level: Each vulnerability discovered should be 
assigned a risk level, based on the probability and impact of 
associated threats and vulnerabilities.

• Security measures: You need to determine appropriate 
security measures and remediations to mitigate each line 
item contained in your risk analysis.

• Date completed: Including a completion date is great for 
both HHS documentation and your own records.

• Assigned to: This is beneficial for all organizations, 
especially in instances where two or more people 
(e.g., doctor and office manager) are completing a risk 
management plan together.

• Notes section: It’s helpful to include a comments section 
next to each requirement, especially what policy and 
procedure the item is associated with and how you’ll 
implement the task.

Updating, implementing, and documenting your risk management 
plan should be an ongoing process, especially when new systems 
and processes are added to the PHI environment.

Risk Analysis and Risk Management Plan
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HOW OFTEN ORGANIZATIONS REVIEW THEIR 
RISK MANAGEMENT PLAN

Organizations need to regularly review their risk 
management plan (e.g., monthly).
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PHI Destruction

PHI Destruction

As you work on your risk management plan, prioritize removing 
unnecessary patient data.

Before destroying old data, you’ll need to know how long you’re 
required to keep the data. Many states have requirements 
that specify the amount of time you must keep patient data. 
Organizations commonly maintain data for a minimum of a decade. 
If a patient has passed away, there will be additional requirements 
for data retention that must also be considered.

If you delete sensitive information (e.g., patient records, Social 
Security numbers), it will still be on your computer and accessible 
to attackers if it isn’t securely wiped. When you empty the Recycle 
Bin or Trash, it doesn’t actually wipe the file(s) off your computer. 
It simply marks the file as acceptable to overwrite and is no longer 
visible to the user.

For the average user, these deleted files are impossible to retrieve 
because the operating system deletes the references to the file. 
While your computer can’t find that file for you anymore, that file 
still exists. For those with more advanced computer skills (e.g., 
threat actors), this deleted data may still be accessible by looking at 
the unallocated disk space.

Think of the Recycle Bin or Trash like putting sensitive documents 
in the trash can next to your desk. Individuals could retrieve these 
documents if they wished; all they would need to do is pull them out 
of the trash can.

HHS regulations, such as 45 CFR §164.310(d)(2)(i) and (ii), states 
that “the HIPAA Security Rule requires that covered entities 
implement policies and procedures to address the final disposition 
of electronic PHI and/or the hardware or electronic media on which 
it is stored.”11

HHS has determined that for electronic PHI, overwriting (i.e., using 
software or hardware products to overwrite media with non-sensi-
tive data) is the best way to securely delete sensitive patient data on 
systems still in use. 

When thinking about how to permanently delete files off 
your network, don’t forget about archived data, such as:

• Local backups

• Cloud backups

• External hard drive backups

• CD or DVD backups

• Email backups

• FTP backups

• Server backups

• Mirror backups

• Offsite backups

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/health-information-of-deceased-individuals/index.html
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/physsafeguards.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/physsafeguards.pdf
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Permanently Delete Files

WINN OAKEY
SecurityMetrics Security Analyst | CISSP | CISA | QSA

Most people know how to destroy physical sensitive data (e.g., 
shredding, burning, pulping), but when it comes to securely 
destroying electronic data, most healthcare professionals don’t 
know where to begin (e.g., options, tools, procedures).

If media is magnetic (e.g., tapes, hard drives), it should be degaussed 
or demagnetized. Make sure to use an appropriately sized and 
powered professional grade degausser to ensure no data recovery 
is possible. You can also physically destroy the media in an almost 
endless variety of ways. For example, one organization ground up 
their hard drives and dissolved them in a sulfuric acid solution.

If you plan to re-use or sell the media, use a repetitive overwrite 
method, also known as erasure or wiping. This is when you 
overwrite the data with randomized 1’s and 0’s. There are many free 
overwrite tools available and most modern operating systems have 
features for securely deleting data.

If you use a solid-state drive or flash memory, you have several 
options. You can use an “ATA Secure Erase” command to wipe 
or reset the data. Some manufacturers supply software that will 
enable you to perform secure erasures, but the only sure way 
to destroy data on a solid-state drive or in flash memory is to 
physically destroy it.

AUDITOR’S PERSPECTIVE

“One organization ground 
up their hard drives and 
dissolved them in a sulfuric 
acid solution.”
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PHI Encryption

PHI Encryption

If you need to store PHI for any period of time, encrypt it. When 
implemented properly, encryption renders files useless to attackers 
because the information can’t be read without a decryption key.

HIPAA requires healthcare entities to “implement a [method] to 
encrypt and decrypt electronic Protected Health Information” in 
requirement §164.312(a)(2)(iv).12 All electronic PHI that is created, 
received, transmitted, and maintained in systems and on work 
devices (e.g., mobile phone, laptop, desktop, flash drive, hard drive) 
should be encrypted. 

If your organization determines that encryption is not reasonable in 
your environment, you must document that decision and put other 
protections in place to protect PHI to the same degree as encryption 
would (or provide better protection).

As a security organization, we view encryption 
as critical to all PHI stored or transmitted by 
your organization.

As previously mentioned, you need to make sure that you map 
out where PHI is created, when/where it enters your environment, 
how/where it is stored, and what happens to it after it exits your 
environment or organization.

Although HIPAA regulations don’t specify the necessary encryption, 
industry best practice is to use these encryption types: AES-128, 
AES-256, or better.

Due to the complexity of encryption rules, healthcare organiza-
tions often use third parties to ensure PHI encryption. This is partly 
because organizations should keep decryption tools on another 
device or at a separate location.

FULL DISK ENCRYPTION

Historically, one of the largest reported threats to electronic PHI 
has been the loss or theft of a physical device (e.g., a laptop). 
While employing adequate physical security and media movement 
procedures is the first line of defense to prevent these types of 
incidents, loss and theft still sometimes occur despite an organiza-
tion’s best efforts.

Full disk encryption is a good way to protect your data and 
potentially avoid breach penalties when a device is lost or stolen. 
The HITECH act of 2009 modified the HIPAA Breach Notification 
Rule by stating that if a device is lost or stolen and it can be 
proven that the data is unreadable by either secure destruction or 
encryption, the loss is not reportable as a breach.6

Full disk encryption for laptops and desktops is fairly easy to 
implement and usually comes with no additional cost, as most 
current operating systems come equipped with this capability.

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
https://www.hhs.gov/hipaa/for-professionals/special-topics/hitech-act-enforcement-interim-final-rule/index.html


Since 2019 surveys, the amount 
of respondents who encrypt 
stored electronic protected 
health information (ePHI) has 
decreased by 28.6%.
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Implement Encryption

MARK MINER
SecurityMetrics Principal Security Analyst 
CISSP | CISA | QSA (P2PE) | PA-QSA (P2PE) | QPA

Even though HIPAA regulations indicate that encryption is an 
addressable item (§164.312(a)(2)(iv), §164.312(e)(1), §164.312(e)
(2)(ii)), HHS has made it very clear in its posted settlement details 
that ePHI should be encrypted or protected in other ways of equal  
or greater effectiveness.12

There are three common data protection processes that are often 
confused: masking, hashing, and encrypting. Let me break them 
down for you:

1. Masking is when you hide part of the data from view. 
It’s still there in clear text, you just can’t see all of it on 
the screen. Masking is used to hide parts of the patient 
information not needed by specific workforce members 
and to reduce shoulder surfing compromises. Masking is 
good practice whenever ePHI is displayed, but masking 
alone will not protect PHI from being compromised.

2. Hashing is when you run the data through a mathematical 
algorithm to change it into something indecipherable. You 
can’t undo a hashed value to get back to the original data. 
Generally, healthcare entities don’t hash PHI.

3. Encrypting is similar to hashing because data is run 
through a mathematical algorithm. However, in addition 
to providing the data to encrypt, you also provide an 
encryption key. The algorithm uses the key to encrypt the 
PHI data. The key may be used to later decrypt the data. 
Depending on the encryption algorithm, you may use the 
same key to decrypt the data or there may be a separate 
decryption key. This way the data is safely stored and the 
only way to see the data is by using the decryption key to 
unlock it.

AUDITOR’S PERSPECTIVE

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf?language=es
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf?language=es
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You should use encryption to protect PHI any time it is stored. You 
should also use masking to display only the information each user 
requires to complete their responsibilities. This will help you meet 
the Minimum Necessary rule.

Whenever implementing encryption, always use the strongest 
algorithm your system can handle, such as AES-256. TDEA (or 
3DES) is a weaker algorithm and will soon be disallowed. Therefore, 
TDEA is not recommended for new implementations. Remember 
that many older algorithms are not acceptable (e.g., RC4, DES

Finally, it is critical to protect the key used to decrypt PHI. The 
strongest lock is useless if the key is easy to obtain. Backups of 
keys should be stored securely. For example, backups of keys could 
be stored in a safe or a safe deposit box. Most computer systems 
can automatically handle encryption if they’re properly configured. 
Practice Management and Electronic Health Record software may 
also provide an encryption feature. In each case, care should be 
taken to follow instructions provided by the vendor to correctly 
implement the encryption and secure the encryption keys.

“Currently, the strongest, 
most common encryption 
algorithm is AES-256.”
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Email Security

Patient data needs to be encrypted, especially when you send 
it outside of your organization or across public networks within 
your organization. According to the HHS Breach Portal, about 
23% of reported healthcare breaches were caused by inadequate 
email encryption.5 Healthcare organizations must “implement a 
mechanism to encrypt electronic Protected Health Information 
whenever deemed appropriate” (requirement §164.312(e)(2)
(ii)), such as when sending unencrypted PHI in unprotected email 
services (e.g., Gmail, Outlook).12

Organizations can send PHI via email if it’s secure and encrypted. 
According to HHS, “the Security Rule does not expressly prohibit 
the use of email for sending ePHI. However, the standards for access 
control, integrity and transmission security require covered entities 
to implement policies and procedures to restrict access to, protect 
the integrity of, and guard against unauthorized access to ePHI.”13

Due to how interconnected emails are and the difficulty of properly 
securing them through encryption, we strongly recommend avoiding 
the transmission of PHI via email.

When possible, use patient portals to send information to patients. 
Covered entities should use secure file transfer protocol (SFTP) 
options for covered-entity-to-covered-entity or covered-enti-
ty-to-business associate communications.

As a general rule, free Internet-based web 
mail services (e.g., Gmail, Hotmail) are not 
considered secure for the transmission of PHI.

If you must use an Internet-based email service, make sure that this 
service signs a business associate agreement with you.

However, a BAA only goes so far, and ultimately, you are still 
responsible for performing due diligence when choosing which 
business associates you entrust with your patient data.12 The 
Omnibus Rule of 2013 states the covered entity is still responsible 
for ensuring the business associate does their part to protect patient 
data. If found in violation of HIPAA, both parties are liable to fines. 

The BAA typically only discusses the business associate’s systems 
that touch PHI; you’re in charge of protecting the rest of the chain. 

You’re also in charge of performing due diligence before engaging 
with a business associate, so make sure you have a process in place 
for verifying their security and compliance.

EMAIL SECURITY

EMAIL PASSWORDS

Make sure access to your email account is protected by complex, 
strong passwords or passphrases. For instance, your password 
should not be found in a dictionary in any language. It should 
contain at least ten upper- and lower-case letters, numbers, and 
special characters, or follow the NIST guidance for password 
management.14

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
https://www.hhs.gov/hipaa/for-professionals/faq/2006/does-the-security-rule-allow-for-sending-electronic-phi-in-an-email/index.html
https://pages.nist.gov/800-63-3/sp800-63b.html
https://pages.nist.gov/800-63-3/sp800-63b.html
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EMAIL DISCLAIMERS

Email disclaimers and confidentiality notices do not give you a free 
pass to send PHI-filled, unencrypted emails. That’s not their purpose. 
A disclaimer on your emails should merely inform patients and 
recipients that the information is PHI and should be treated as such.

Your legal department can assist with this verbiage. The key to 
remember is that no disclaimer will alleviate your responsibility 
to send PHI in a secure manner.

SECURE DIFFERENT EMAIL TYPES

IN-OFFICE EMAILS

Emails sent internally using your own secure server do not typically 
need additional encryption measures during transmission. Be 
mindful of where these emails reside when they’re not in motion. 
Any email with PHI that is stored on an employee’s computer or your 
email server will need to be encrypted. This encryption for data at 
rest is not typically built into an email server or email client.

Additionally, options like Outlook Web Access can easily leak PHI and 
are difficult to properly secure, which is why they should be avoided.

DOCTOR-TO-DOCTOR EMAILS

Do you have to encrypt an email if it’s going to another doctor? Yes, 
any copy of that email that resides on your computer or your email 
server needs to be encrypted while it is at rest. In addition, any 
email that is sent to a doctor that is not in your office or on your 
own secure network and email server will need to have additional 
encryption measures in place to protect PHI in transit.

Remember, you’re in charge of proper encryption during transmission.

PERSONAL EMAILS

Doctors sometimes work on cases using home computers, and then 
they email the PHI back to their work email. Unless each of these 
emails is secured with encryption both at rest and in transmission, 
personal emails should not be considered secure and can open up 
your network to additional vulnerabilities.

Healthcare providers can exchange emails with 
patients and still align with HIPAA regulations, 
as long as emails are sent securely.

MASS EMAILS

Don’t send mass emails containing PHI. If you need to send mass 
email messages, use a mail merge program or service that creates 
a separate email for each recipient. 

(Keep in mind that a third-party service would be considered a 
business associate, so they will need to demonstrate that they 
can adequately secure PHI and be willing to sign a BAA.)

The danger of using BCC is that email addresses aren’t usually 
hidden to threat actors, even when they’re part of a blind copy group.

REPLY EMAILS

If someone replies to your email, is this communication secure? 
Technically, that’s not your responsibility, but you should consider 
the risk that the person responding to your email might not be 
aware of their security responsibilities for this type of transmission. 
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HIPAA guidelines state that the entity or person conducting the 
transmission is the liable party. This means that if the replier is 
not a covered entity or business associate, it’s impossible for the 
replier to violate HIPAA. If the replier is a covered entity or business 
associate, the protection of that data is now their responsibility, not 
yours. Keep in mind that if you reply back, you’re again liable for the 
security of that transmission.

For example, if a patient sends you an email containing PHI (e.g., 
treatment discussions) and you reply to this email, you’re now liable 
for protecting that data. We recommend implementing a process 
that informs those with whom you communicate via email of basic 
security precautions and PHI protection responsibility.

PATIENT EMAILS

How do you protect messages initiated by patients? According 
to HHS, the healthcare provider can assume (unless the patient 
has explicitly stated otherwise) that email communications are 
acceptable to the individual when email communications are 
initiated by the patient.13 Providers should, however, assume the 
patient is not aware of the possible risks of using unencrypted email. 
The provider should alert the patient of those risks, and let the 
patient decide whether to continue email communications.

Remember, you must provide alternate secure methods of providing 
the information to the patient.

EMAIL ALTERNATIVES

Due to the nature of email and the struggle to properly secure 
emails, we recommend avoiding the use of email to send or receive 
ePHI whenever possible. Some alternatives include patient portals, 
cloud-based email servers, and encrypted email services.

PATIENT PORTALS

The use of patient portals is preferred for sending information to 
patients, and SFTP options are preferred for covered-entity-to-cov-
ered-entity or covered-entity-to-business-associate communications.

Patient portals are designed for healthcare 
professionals to safely access their PHI online 
whenever necessary.

Not only do patient portals allow covered entities to securely 
communicate with other covered entities and business associates, 
they also allow patients to easily access their own information 
(e.g., medication information). Some portals even allow patients to 
contact their healthcare provider about questions, set up appoint-
ments, and request prescription refills.

Cloud-Based Email Servers

You can also use a secure cloud-based email platform (e.g., 
Office365, Neo-Certified), which demonstrates sufficient security 
and is willing to sign a business associate agreement. You should 
connect to the server via hypertext transfer protocol over a secure 
socket layer (HTTPS) using TLS 1.2 or greater so that you have an 
encrypted connection between your device and your email server.

Unfortunately, this option may not guarantee the security of email 
transmission from the cloud server to the recipient’s server or 
workstation. We only recommend this option when all senders and 
all recipients have accounts on the same cloud-based email service.

Encrypted Email Services

Encrypted email services (e.g., Brightsquid, Zixmail, and Paubox 
Encrypted Email) encrypt the message all the way from your 
workstation to the recipient’s workstation. If the recipient isn’t 
an email service client, the system will notify the recipient of the 
email; they can then connect securely to the encrypted email 
server to retrieve the message.

https://www.hhs.gov/hipaa/for-professionals/faq/570/does-hipaa-permit-health-care-providers-to-use-email-to-discuss-health-issues-with-patients/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/570/does-hipaa-permit-health-care-providers-to-use-email-to-discuss-health-issues-with-patients/index.html
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Mobile Device Security

Like sending emails, using mobile devices requires additional 
security measures to make sure patient data is secure. Mobile 
devices often don’t have the same security policies as workstations 
and servers. Because of this, mobile devices may not be protected 
with technology like firewalls, encryption, or antivirus software.

In addition, when a healthcare provider uses their personal 
smartphone or tablet to access patient data (i.e., BYOD procedures), 
these devices are vulnerable due to other apps on the device. With 
each downloaded app, the risk grows.

MOBILE SECURITY BEST PRACTICES

Because of all the issues that come along with a Bring Your Own 
Device (BYOD) policy, you need to follow a few precautions to 
comply with HIPAA requirements and ensure patient data security.

The best mobile security practice is to not implement a BYOD 
strategy. That said, we realize this can be impractical.

Protecting and securing health information while using a mobile 
device is a healthcare provider’s responsibility. To address these 
concerns, consider using the National Institute of Standards 
and Technology (NIST) mobile guidelines for healthcare security 
engineers and providers.15
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Encrypted 
email services
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GRAPH 9 – Organizations that email patient data use the following 
technologies

GRAPH 9 – Organizations that email patient data use the following 
technologies

2022 2021

Chart Title

Unencrypted email services

Patient portals

Unencrypted 
email services

18%

Encrypted 
email services

45%
Patient portals

36%

2022

Chart Title

ORGANIZATIONS THAT EMAIL PATIENT DATA USE THE 
FOLLOWING TECHNOLOGIES

Organizations should use either a secure email service or patient 
portal to email patient information.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-1.pdf
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Follow Mobile Security Best Practices

There are some practices you should and shouldn’t follow with  
your patient data while using your mobile device. For example:

• Accept OS and app updates regularly and 
quickly. Just like computers, mobile devices must be 
patched regularly to eliminate software and hardware 
vulnerabilities found after initial release.

• Use discretion when downloading apps. Even 
if apps look legitimate, they may be infected with 
malware that could compromise patient data and 
cause a serious data breach.

• Don’t jailbreak/root your device. Jailbreaking/rooting 
your device makes your device less secure. While this may 
let you do more with your device, it also leaves it more 
vulnerable to attacks.

• Make sure the devices you plug your mobile 
device into (e.g., your home computer, work 
laptop) are secure. If your computer/network isn’t 
secure, it could act as a portal for hackers to gain 
access to your mobile device.

• Use USB data blockers, which prevent data from 
being exfiltrated off your device. These should be 
utilized when charging your device in locations that you 
perceive are unsecure because charging ports can also 
act as data transfer ports.

• Implement a ten character password/pin with a  
special character, letters, and numbers on your mobile 
device, when possible.

• Connect to your EHR/EMR system via secured 
remote access, either through a virtual private network 
(VPN) or using multi-factor authentication (MFA).

• Encrypt your data. If you have sensitive data on your 
mobile device, make sure it’s encrypted.

• Establish mobile device policies. Whether your 
organization owns the devices or your employees 
use their own devices, you need to establish security 
policies that address the use of mobile devices.

• Train employees on mobile device policies and 
security best practices. Your employees should know 
about malware and take the right measures to avoid it.

• Remotely wipe devices immediately after they have 
been lost and/or stolen. This process remotely erases 
the sensitive data on mobile devices.

https://www.securitymetrics.com/blog/secure-data-deletion-permanently-deleting-phi-healthcare
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IMPLEMENT MOBILE ENCRYPTION

Avoid storing sensitive information on mobile devices to limit the 
damage that a data breach may cause.

Mobile encryption services are typically not as secure and reliable 
as encryption services for other devices (e.g., laptops) because most 
mobile devices themselves aren’t equipped with the most secure 
encryption. Mobile technology is only as secure as a device’s passcode.

For example, Apple’s Data Protection API encrypts the built-in 
mail application on iPhones and iPads, but only after you enable 
a passcode. Encryption might not apply to calendars, contacts, 
texts, or anything synchronized with iCloud. Some third-party 
applications that use Apple’s Data Protection API are also 
encrypted, but this is rare.

If someone were to jailbreak your mobile device, information 
protected by the Data Protection API would remain encrypted only if 
they didn’t know the decryption key. 

Android’s encryption program works similarly, requiring a password 
to decrypt a mobile device each time it’s unlocked. 

If you backup your mobile device to your hard drive, ensure the 
backups are encrypted.

Although HIPAA regulations don’t specify the required encryption, 
industry best practice is to use AES-128 or AES-256 encryption 
(or better).

Even though it can be hard to fit mobile 
devices into a traditional network or 
data security model, they should still be 
considered. It’s critical to include mobile 
devices in your information security planning.
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Cloud Security

Using a cloud data storage solution can help healthcare organiza-
tions achieve the goal of protecting the confidentiality, integrity, and 
availability of ePHI.

Whether or not an organization complies with HIPAA in their data 
storage depends on the actions of both the covered entity and the 
cloud service provider (CSP). If some or all of your data is “in the 
cloud,” you need to work with your CSP to ensure that a business 
associate agreement (BAA) is created and signed and that sufficient 
security controls are in place.

Apply the same HIPAA security requirements to the ePHI located in 
the cloud as you would to ePHI on premises.

CLOUD SECURITY RESPONSIBILITIES

When choosing a cloud service provider, make sure they will sign 
a BAA. Your cloud service provider should know that the data they 
store for you is protected and follows applicable HIPAA security 
and privacy requirements. If a vendor won’t sign a BAA, then they 
potentially won’t keep your ePHI secure.

In most cases, the basics of cloud security, such as server 
hardening, patching, and firewall configuration, are managed by the 
cloud service provider. Large cloud vendors (e.g., Microsoft Azure, 
Amazon Web Services (AWS), Google Cloud Platform) are often 
perceived as a safe choice because they have the resources and 
staff to devote to security.

According to HHS:16

“In addition to its contractual obligations, the CSP, as a 
business associate, has regulatory obligations and is 
directly liable under the HIPAA Rules if it makes uses and 
disclosures of PHI that are not authorized by its contract, 
required by law, or permitted by the Privacy Rule. A CSP, 
as a business associate, also is directly liable if it fails to 
safeguard ePHI in accordance with the Security Rule, or 
fails to notify the covered entity or business associate of 
the discovery of a breach of unsecured PHI in compliance 
with the Breach Notification Rule.”

Essentially, your CSP is responsible for the 
security of ePHI that they store, and they can 
be held liable in the event of a data breach.

When choosing how to configure the security, start with security 
guides that your cloud service provider has created. Currently, 
all the major cloud security providers have guidance on meeting 
established cybersecurity frameworks, such as NIST and CIS.

https://www.hhs.gov/hipaa/for-professionals/special-topics/health-information-technology/cloud-computing/index.html
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Physical Security

CONTROL PHYSICAL ACCESS 
TO YOUR WORKPLACE

In addition to protecting your electronic PHI (ePHI), make sure to 
protect physical PHI. While organizations may address many foun-
dational security issues, they’re likely to overlook details such as:

• Unlocked office/storage doors

• Open window blinds

• Unattended reception desks

• Lack of screen savers and privacy monitors

• Unsecured devices/hardware

• Execution of malware in left-behind devices  
(e.g. USB flash drives)

• Insufficient access ID policies including ID card expiration 

• Lack of security training for common threats, such as 
piggybacking (i.e., malicious actors who travel through 
secure doors in close proximity to employees so they are  
not checked for identification)

• Ensuring separation and termination policies are  
followed correctly

• Controlling visitor and vendor access appropriately

Employees may think physical security only applies after hours. 
However, many data thefts occur in the middle of the day, when staff 
are too busy with various assignments to notice someone walking 
out of the office with a server, work laptop, or phone.

The majority of physical data thefts take only 
minutes in planning and execution.

To help control physical threats, create a physical security policy 
that includes all rules and processes involved in preserving onsite 
business security. For example, if you keep confidential information, 
products, or equipment in the workplace, you should secure them 
in a locked area. If possible, limit outsider office access to one 
monitored entrance, and (if applicable) require non-employees to 
wear visitor badges at all times.

Don’t store sensitive information or documents in the open. For 
example, reception desks are often covered with information like 
passwords written on sticky notes, computers without privacy 
monitors, and patient records lying out in the open.

You also need to control employee access to sensitive areas, which 
must be related to an individual’s job function. To comply with this 
requirement, you must document:

• Who has access to secure environments and why they  
need this access

• What, when, where, and why devices are used

• A list of authorized device users

• Locations where the device is and is not allowed

• What applications can be accessed on the device

Access documentation must be kept up to date, especially when 
individuals are terminated or their job role changes.
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Keep an up-to-date inventory of all removable devices, including 
a list of authorized users, locations the device is assigned or is 
not allowed, and what applications are allowed to be accessed 
on the device.

Best practice is to not allow these devices to leave the office, but if 
they must, consider attaching external GPS tracking technology and 
installing/enabling remote wipe on all laptops, tablets, external hard 
drives, flash drives, and mobile devices.

In addition, make sure all workstations have an automated 
timeout/log out on computers and devices (e.g., a pass-
word-protected screen saver after a set amount of time).  
This helps discourage thieves from trying to access data  
from these workstations when employees aren’t there.

PHYSICAL SECURITY BEST PRACTICES

Most physical security risks can be prevented with minimal 
effort. Here are some suggestions:

• While working on your risk analysis, look for physical 
security risks

• Lock all office doors when not in use day and night

• Require passwords to access computers and  
mobile devices

• Implement multi-factor authentication in high-risk areas

• Use screen savers and privacy monitors on computers

• Install and use blinds in all office windows

• Keep logs of who goes in and out

• Keep track of devices that go in and out of the office

• Have policies in place for stolen equipment (e.g., 
remote wipe)

• Encrypt your data or don’t store sensitive data on  
mobile devices

• Establish an incident response plan

• Train staff to be prepared for social engineering attacks

• Limit access to PHI through role-based access

• Train staff to report suspicious people and devices

• Train staff to properly stow and lock containers holding PHI

• Make sure all reception desks protect PHI from prying eyes

• Monitor sensitive areas with video cameras and store the 
video logs for appropriate durations

TRAIN WORKFORCE MEMBERS REGULARLY

While you may understand how to protect sensitive information 
and your own proprietary data, your employees might not. That’s 
why regular security training is so important.

Social engineering is a serious threat to both small and large orga-
nizations. A social engineer uses social interaction to gain access 
to private areas, steal information, or perform malicious behavior. 
Employees fall for their tricks more often than you think.

For example, would your employees question someone if they tried 
to access a locked area without a badge by following someone 
through the door?

Train your employees to question everything. Establish a commu-
nication and response policy in case of suspicious behavior. Train 
employees to stop and question anyone who does not work for your 
organization, especially if an individual tries to enter the back office or 
network areas.

Employees should be trained and tested regularly, so they 
understand your organization’s security policies and procedures.

https://www.securitymetrics.com/hipaa-training
https://www.securitymetrics.com/learn/how-train-your-workforce-social-engineering
https://www.securitymetrics.com/hipaa-training
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Firewall Security

Network firewalls are vital for your HIPAA compliance efforts. 
A firewall’s purpose is to filter potentially harmful Internet and 
other untrusted network traffic to protect valuable PHI and other 
sensitive resources.

Simply installing a firewall on your organization’s network perimeter 
doesn’t secure your network. Proper configuration is critical for a 
firewall to be effective.

NETWORK SEGMENTATION

Healthcare organizations often make the mistake of setting up a 
flat network where everything inside the network can connect to 
everything else. They may have one firewall at the edge of their 
network, but nothing to manage the traffic inside their network. This 
is risky because unrestricted access between systems increases 
the risk of a HIPAA violation or data breach.

Firewalls can be used to implement segmentation (in other words, 
separation) within an organization’s network. By creating separate 
networks dedicated to PHI access (e.g., EHR/EMR systems) 
firewalled off from the rest of the day-to-day traffic, it is possible to 
ensure that patient data is only sent to known and trusted sources.

FIREWALL

INTERNET

VLAN 1

PORTAL

WEB
APPLICATION

VLAN 2

DATABASE

DATABASE
CLUSTER

VLAN 3

PORTAL

EMAIL SERVER
CLUSTER
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WORKSTATION
CLUSTER

Segmented Network Example:
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DIFFERENT TYPES OF FIREWALLS

PERIMETER NETWORK FIREWALLS

A perimeter firewall is typically installed at the outside edge of an 
organization’s network to protect internal systems from malware and 
other threats on the Internet. Perimeter firewalls are used to manage 
all traffic to or from the internet and other outside networks. Any 
publicly-accessible services such as email, VPN, and web servers are 
generally maintained in a demilitarized zone (DMZ) network. 

A perimeter firewall should be configured to restrict all traffic 
traversing the perimeter of the network, including DMZ traffic, so 
that only necessary ports and connection types are permitted.

INTERNAL NETWORK FIREWALLS

Internal firewalls are also normally used inside the environment to 
create isolated network segments and to separate networks that 
have access to PHI from networks that don’t. Any internal network 
that handles sensitive data should be protected by an internal 
firewall from other internal networks that contain devices with lower 
security requirements. 

All unnecessary traffic to and from sensitive networks should be 
denied such that only legitimate, justified traffic is permitted. For 
example, a guest WiFi network should not have access to any 
network used to handle PHI.

External and internal firewall functions may be consolidated into a 
firewall device in smaller networks.

PERSONAL NETWORK FIREWALLS

A personal firewall, also called a host-based firewall, is a software 
firewall installed directly on a computer. It manages traffic to 
and from the individual computer. Many server and workstation 
operating systems include personal firewalls. Alternatively, 
antivirus solutions or other applications may also perform this 
function. A personal firewall can protect a device from many outside 
threats, including many threats from other devices that share the 
same network. It should be enabled and configured for any laptop 
computers that commonly connect to sensitive data networks.

WEB APPLICATION FIREWALLS

A web application firewall (WAF) should be implemented in front 
of public-facing web applications to monitor, detect, and prevent 
web-based attacks. WAFs are different from network firewalls 
because they work at the application layer rather than the network 
layer and they specialize in one specific area: monitoring and 
blocking web-based traffic.

A WAF can protect web applications that are visible or accessible 
from the Internet. To do this, your WAF must be up-to-date, generate 
audit logs, and either block cyberattacks or generate a cybersecuri-
ty alert if it suspects an imminent attack.
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FIREWALL CONFIGURATION

If your firewall isn’t configured and maintained properly, your 
network isn’t secure.

A combination of perimeter, internal, and personal firewalls should 
be used to implement a defense-in-depth firewall strategy. All these 
firewalls should be configured with detailed rules to only allow 
designated ports from specific network addresses. Broad “allow” 
rules that permit many different types of traffic to many devices 
should be avoided at all costs. 

Maintain a documented justification list to record the reason that each 
firewall rule is necessary. Update this list whenever rule changes 
are made. The live firewall rules should be reviewed along with the 
justification list at least every six months to ensure that no out-dated 
or obsolete rules remain after servers are decommissioned, services 
are disabled, or other significant changes occur. 

As always, default usernames and passwords of firewall devices 
must be changed, and administrative access must only be granted 
to authorized users. Keep all firewalls updated with current 
operating systems, firmware, and patches.

Document your process and be diligent about 
performing ongoing tasks to ensure that your 
firewall continues to protect your network. 

TYPES OF FIREWALLS THAT ORGANIZATIONS USE

All networks (whether small or large) need both a hardware 
and software firewall, as well as a web-application firewall  
for all public-facing web applications.
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Firewall Best  
Practices

CHRISTOPHER SKARDA
SecurityMetrics Senior Security Analyst 
CISSP | CISA | QSA

Healthcare organizations of all sizes use firewalls to protect 
the perimeter of their sensitive networks. Smaller organizations 
sometimes don’t have in-house personnel familiar with proper 
firewall configuration practices. If this is the case, a third party 
provider should be engaged to provide assistance, rather than 
simply deploying a minimal configuration firewall. 

It may seem obvious, but your firewall should only permit traffic 
that is necessary. Rules should be as specific as possible for your 
network(s); no unnecessary source IP addresses, destination IP 
addresses, or ports/services should be allowed into or out of your 
sensitive networks. For example, if you have third parties that 
remotely support your network(s), limit the IP addresses that they can 
use to connect. Review your firewall rules and configuration regularly, 
and be diligent about removing rules that are no longer needed.

Strict attention needs to be given to monitor the logs and alerts your 
firewall generates. Often, the volume of log data can be overwhelm-
ing, but it’s important (and required) to review firewall logs in order 
to identify patterns and activity that indicate attempts to breach 
security. There are many great log monitoring solutions available 
to help organizations handle large volumes of log data and identify 
events that may require you to take action. Take time to shop 
options and find a solution that works best for you.

AUDITOR’S PERSPECTIVE

“Review firewall rules and 
configuration regularly and 
remove rules that are no  
longer needed.”
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For firewall implementation and maintenance, remember to follow 
these important practices:

• Assign someone to be responsible for maintaining and 
updating a securely-configured firewall.

• Always change the default usernames and passwords 
before putting a firewall into production. Use only 
passwords that are long, complex, and unique.

• Keep your firewall firmware/software updated. Replace 
your firewall before the vendor ends support for it.

• Write strict firewall rules. Be very specific about which 
traffic should be allowed, and deny all other traffic.

• Monitor and respond to logs in a timely manner.

• Review firewall configurations frequently and adjust as 
necessary.

Maintain a detailed firewall configuration standard and follow it. 
When firewall responsibility assignments change or a new firewall 
needs to be configured quickly, documentation can be the difference 
between success and failure.
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Wireless Networks (Wi-Fi)

Wireless Networks (Wi-Fi)

Most healthcare organizations have wireless networks (i.e., Wi-Fi), 
with Wi-Fi access becoming a waiting room norm. The problem is 
many offices don’t have their Wi-Fi set up correctly with adequate 
encryption and network segmentation, turning this free patient 
amenity into a liability.

If you don’t segment guest networks from non-guest wireless 
networks with a firewall, you have probably already allowed 
impermissible disclosure of patient data and don’t even know it. 
Guest wireless networks should always be segmented from your 
non-guest wireless network by a firewall.

For example, if your Wi-Fi network name was DrSwenson, you 
should set up another Wi-Fi network exclusively for patients named 
something like DrSwensonGuest. Nurses, office managers, and 
physicians should only use DrSwenson; patients should only use 
DrSwensonGuest. Both Wi-Fi networks should be secured, and no 
device on DrSwensonGuest (the untrusted network) should be able 
to access resources on DrSwenson (the trusted network)

In addition, make sure that only staff can connect to your 
non-guest (trusted) network(s) with approved devices that follow 
your BYOD policies.

Wireless Security Best Practices

WPA2 ENCRYPTION

Security best practice is to set up your Wi-Fi with Wi-Fi 
Protected Access II (WPA2) or Wi-Fi Protected Access III 
(WPA3) depending on what your equipment supports. WPA2 
has been available since 2006 and WPA3 has been available 
since 2018. For additional protection, use a VPN to encrypt 
your Internet traffic.

Avoid using outdated wired equivalent privacy (WEP) 
encryption because it’s easy to compromise.

UNIQUE PASSWORD

Another important safety aspect is to make sure the Wi-Fi 
password is secure. Don’t use the default password or 
username that comes with the wireless router. These 
defaults are well known and hackers will try to use them to 
access your network.

SCAN ROGUE WIRELESS ACCESS POINTS

Rogue wireless access points can allow attackers 
unauthorized access to secure networks, granting them 
access to attack your network remotely. Consequently, it’s 
vital to scan for rogue wireless access points, particularly if 
they’re attached to your non-guest network. This scanning 
helps you identify which access points need to be changed.
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System Configuration Standards

HARDEN YOUR SYSTEM(S)

Any system with PHI access needs to be hardened before use. The 
goal of hardening a system is to remove any unnecessary function-
ality, change insecure defaults (e.g., passwords), and configure the 
system in a secure manner.

Organizations should address all known security vulnerabilities and 
be consistent with industry-accepted system hardening standards. 
Some good examples of hardening guidelines are produced by the 
following organizations:

• Center for Internet Security (CIS)

• International Organization for Standardization (ISO)
SysAdmin Audit Network Security (SANS) Institute

• National Institute of Standards Technology (NIST)

SYSTEM CONFIGURATION MANAGEMENT

Consistency is key when trying to maintain a secure environment. 
Once system hardening standards have been defined, it’s critical 
that they are applied to all systems in the environment in a 
consistent fashion.

After each system or device in your environment has been appro-
priately configured, there is still more to do. Many organizations 
struggle to maintain standards over time, as new equipment and 
applications are introduced into the environment.

This is where it pays to maintain an up-to-date inventory of all types 
of devices, systems, and applications connected to PHI.

However, the list isn’t useful if it doesn’t reflect reality. Make sure 
someone is responsible for keeping the inventory current and 
based on what is actually in use, or implement an automated asset 
management tool. This way, applications and systems that are not 
approved to access PHI can be discovered and addressed.

Many organizations, especially larger ones, turn to one of the many 
system management software packages on the market to assist 
in gathering and maintaining this inventory. These applications are 
able to scan and report on hardware and software used in a network 
and can also detect when new devices are brought online.

These tools are often also able to enforce configuration and 
hardening options, alerting administrators when a system is not 
compliant with your internal standards.

https://learn.cisecurity.org/benchmarks
https://www.iso.org/standards.html
https://www.iso.org/standards.html
https://ncp.nist.gov/repository
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System  
Configuration

BEN CHRISTENSEN
SecurityMetrics Senior Security Analyst 
CISSP | CISA | QSA

Whenever a system is configured make sure you know exactly 
what is running and also what is necessary to allow the system to 
perform its intended function. Disable all unnecessary services, 
ports, and protocols. Don’t assume you need all those services 
running, double-check.

A lot of industry hardening standards exist that you can use to help 
secure all your systems. Pick one that works for your environment 
and modify it to your needs. The key is to only use what is necessary, 
not what is convenient and easy to set up.

Some examples of some minimum hardening practices include 
removing or disabling default accounts and passwords, using the 
system for a single role, securing wireless settings, and not using 
shared accounts. Don’t forget to harden all devices in scope for HIPAA.

Use automated tools where possible. These tools can help 
you track all your systems and alert you on any unpatched or 
outdated system. Also, keep your processes up to date and in 
use. Really use your processes and keep individuals trained on 
how to keep systems hardened.

AUDITOR’S PERSPECTIVE

“Permitting anything 
unnecessary to remain on a 
system can open you up to 
additional risk.”
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REGULARLY UPDATE AND 
PATCH SYSTEM(S)

Application developers will never be perfect (and 
technology constantly changes), which is why security 
updates to patch vulnerabilities are released frequently. 
Once a hacker knows they successfully breached a 
vulnerability, they often pass their knowledge on to the 
hacker community, who can then exploit this weakness 
until the patch has been updated. Consistent and prompt 
security updates are crucial to your security posture.

Patch all critical components in your PHI flow 
pathway, including:

• Internet browsers

• Firewalls

• Application software

• EHR/EMR systems

• Databases

• Operating systems

 
Older Windows systems in particular can make it 
difficult for organizations to remain secure, especially 
when the manufacturer no longer supports a particular 
operating system or version (e.g., Windows XP, Windows 
Server 2003). Operating system updates often contain 
essential security enhancements specifically intended 
to correct recently exposed vulnerabilities. When 
organizations fail to apply such updates and patches 
to their operating systems, the vulnerability potential 
increases exponentially. Be vigilant in updating your 
system software consistently. Don’t forget about critical 
software installations.

To help you stay up to date, ask your software vendors to 
put you on their patch/upgrade email notification list.

The more systems, computers, and apps your organization has, the more 
potential weaknesses there are. Vulnerability scanning is one of the easiest 
ways to discover software patch holes that cybercriminals would use to exploit, 
access, and compromise an organization.

ESTABLISH SOFTWARE DEVELOPMENT PROCESSES

If you develop in-house applications, you must use very strict development 
processes and secure coding guidelines. Develop and test applications in 
accordance with industry accepted standards like the Open Web Application 
Security Project (OWASP).16

Be vigilant about consistently updating the software 
associated with your system.

https://www.securitymetrics.com/vulnerability-scan
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
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System Updating and  
Software Development

MICHAEL OHRAN
SecurityMetrics Security Analyst 
CISSP | CISA | QSA | PA-QSA

System administrators have the responsibility to ensure all 
system components (e.g., servers, firewalls, routers, worksta-
tions) and software are updated with critical security patches 
within 30 days of when they are released to the public. If not, 
these components and software are vulnerable to malware and 
security exploits.

One reason systems and software might be excluded from 
updates is because they simply weren’t able to communicate 
with the update server (e.g., WSUS, Puppet), possibly resulting 
from a network or system configuration change that inadvertently 
broke communication. It’s imperative that system administrators 
are alerted when security updates fail.

If there’s a legitimate reason an update can’t be applied, it must 
be documented. There are scenarios in which a critical update 
cannot be applied and actually introduces security issues when 
applied. This scenario has happened in Cisco environments and 
emphasizes the importance of proper functionality and organiza-
tional testing prior to wide update deployment(s).

When developing software (e.g., web applications), it’s crucial 
that organizations follow the OWASP guidelines.18 These 
guidelines will help them in their web application development 
process to enforce secure coding practices and keep software 
code safe from vulnerabilities (e.g., cross-site scripting (XSS), 
SQL injection, insecure communications).

AUDITOR’S PERSPECTIVE

“If there’s a legitimate reason an 
update can’t be applied, it must 
be documented.”
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Consider where your software libraries are coming from: are they 
from trusted sources? Organizations should regularly review the 
open source libraries they use to verify compromises have not 
been introduced by attackers.

Secure communications are constantly evolving as weaknesses 
are discovered. Support for and use of TLS v1.3 is expanding. 
Recently the lifespan of TLS certificates was shortened.

Organizations need to embrace the idea of change control for 
their software development and system patching/updating. There 
are four requirements of what a proper change control process 
should contain:

• All changes must have a documented explanation of what 
will be impacted by the change.

• All changes must have documented approval by authorized 
parties.

• Any changes to an organization’s production environment 
must undergo proper iterations of testing and QA before 
being released into production.

• The change control process must always include a back-out 
or rollback procedure in case the updates go awry.
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Secure User Access

Secure User Access

CHANGE DEFAULT PASSWORDS

Medical devices are often installed with default passwords that are 
well-known throughout hacker communities because they can be 
found via a simple Internet search.

When defaults are not changed, it provides attackers an easy 
gateway into a system. Changing vendor defaults on every system 
with exposure to patient data protects against unauthorized users.

In one SecurityMetrics forensic investigation, we discovered that 
a third-party IT vendor purposely left default passwords in place 
to facilitate easier future system maintenance. Default passwords 
might make it easier for IT vendors to support a system without 
having to learn a new password each time, but convenience is never 
a valid reason to forgo security. 

Examples of Common Bad  
Usernames and Passwords:

USERNAMES:

admin, administrator, username, test, admin1, office, 
sysadmin, default, guest, public, 123456, user

PASSWORDS:

123456, passw0rd, password1, admin1234, monkey!, 
test1234, changeme!, letmein1234, qwerty, login

https://www.securitymetrics.com/static/resources/orange/securing-your-remote-desktop-connection-white-paper.pdf
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USE STRONG PASSWORDS AND USERNAMES

Even if default passwords are changed, the new username and 
password must be sufficiently complex to prevent an attacker from 
gaining access to an environment. An attacker may try a brute force 
attack against a system by entering multiple passwords (typically 
via an automated tool entering thousands of password options 
within seconds) until a password works.

Remember, secure passwords should have at least ten characters 
including an upper and lower-case letter, number, and special 
character, or they should follow current NIST guidance for 
passwords.14 Passwords that fall short of these criteria can easily 
be broken using a password-cracking tool. In practice, the longer a 
password is, the more difficult it will be for an attacker to crack.

You should also establish an account lock that is set to six 
consecutive failed login attempts within a 30-minute period. 
Requiring an administrator to manually unlock accounts will prevent 
attackers from guessing hundreds of passwords consecutively. If an 
attacker only has six chances to guess the correct password, their 
attempts are more likely to fail. Once locked out, they will move on 
to an easier target.

Although organizations may have account credential policies in 
place (e.g., requiring a unique ID credential and complex password), 
employees often do not follow these policies.

Employees might have unique account credentials, but they often 
share them with other workforce members, thinking that they can 
share usernames and passwords with individuals that have access 
within their system, such as nurses, providers, and receptionists.

For example, if a doctor has shared their credentials with their recep-
tionist(s) to help with documentation or access information for patients, 
these employees don’t really have unique account credentials.

Convenience is never a valid reason to forego 
security practices.

https://pages.nist.gov/800-63-3/sp800-63b.html
https://pages.nist.gov/800-63-3/sp800-63b.html
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Unique ID, Passwords,  
and Passphrases

TODD HOVORKA
SecurityMetrics Security Analyst 
CISSP | CISA | QSA

This requirement is all about having unique, difficult-to-discover 
account information. For example, you must have your own unique 
ID and password on your laptop, with strong password cryptogra-
phy. Never use generic account names, shared group passwords, or 
simple/vendor default passwords.

Thankfully, we are starting to see much broader adoption and 
enforcement of multi-factor authentication even outside of 
the HIPAA realm, which greatly enhances security when it is 
implemented properly. This can include your personal email, social 
media accounts, personal file sharing, and for other critical services 
such as financial services.

Security professionals recognize that passwords alone are no longer 
a sufficient method to secure access to systems that store critical 
data. But while passwords alone are insufficient to adequately 
secure your systems and the data that reside on them, or connected 
to them, they are still an important first line of defense. It is critical 
that you utilize passwords of sufficient length to make it statistically 
improbable that they could be brute forced or discovered as part of 
a dictionary attack in any reasonable amount of time. In the past, 
password complexity (the use of uppercase and lowercase letters, 
numeric digits, and symbols) was stressed as a best practice way 
to make passwords difficult to discover by bad actors, unfortunately 
this also made them hard for the users themselves to remember.

AUDITOR’S PERSPECTIVE

“Security professionals 
recognize that passwords 
alone are no longer a sufficient 
method to secure access to 
systems that store critical data.”
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More recently, password length, in the form of longer, memorable 
word strings have proven to be a more important security 
practice than the use of shorter complex passwords. An easy 
way to remember long, difficult to crack passwords is by using 
passphrases. Passphrases are groups of words that might include 
spaces and punctuation (e.g., “The Best Is Yet To Come, I Hope!”). 
According to “https://www.security.org/how-secure-is-my-pass-
word/”, this sample passphrase would take a staggering 63 
Tredecillion years to crack; whereas a shorter, but more complex 
password like “X8!aM@5D” would take only 8 hours.19

A passphrase should typically be at least 16 characters long 
and contain special symbols, upper and lower-case letters, 
and numbers, and doesn’t have to make sense grammatically. 
Passphrases are generally much easier to remember, but exponen-
tially harder to crack than shorter complex passwords.

In addition to long passphrases, password manager software can 
help you keep track of different passwords/passphrases for all of 
your accounts. Some password managers can even work across 
multiple devices by using a cloud-based service.

With the constant flow of data breaches happening throughout the 
world which often expose user account information, it is vital that 
you use different passwords for every service used. That way if 
one service gets compromised, it doesn’t expose credentials that 
will also allow access to sensitive, critical data on other sites. For 
example, if your social media account password is compromised in 
a future data breach, and you use the same password for your email 
account or online banking, you risk having a major, and potentially 
costly, security issue to deal with.

New, even more secure passwordless authentication technologies 
are currently being developed and commonly used. Passwordless 
authentication works by replacing passwords with other authenti-
cation factors that are intrinsically less risky. It uses more secure 
alternatives like OTP’s, magic links, or biometrics.
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Secure User Access

ROLE-BASED ACCESS CONTROL

According to HIPAA requirement §164.312(a)(1), you’re required 
to implement a role-based access control (RBAC) system, which 
grants access to PHI and systems to individuals and groups based 
on job requirements.12 Configuring administrator and user accounts 
prevents exposing sensitive data to those who shouldn’t have 
access to it.

HIPAA requires a defined and up-to-date list of all roles with access 
to PHI. On this list, you should include each role, the definition of 
each role, access to data resources, current privilege level, and 
what privilege level is necessary for each person to perform normal 
responsibilities. Users must fit into one of the roles you outline.

User access lists and privilege definitions may be maintained using 
an application such as Active Directory.

User access isn’t limited to your normal office staff. It applies to 
anyone who needs access to your systems or the area behind the 
desk, like that IT professional you hired on the side to update your 
EHR/EMR software. You need to define and document what kind of 
user permissions they have.

Example User Access Roles:

• Receptionist

• Provider

• Medical student

• Staff nurse

• Nursing manager

• Third-party IT

• Physician assistant

• Night security

• Specialist

• Radiologist

• Administrator

• Dentist

• Volunteer

Maintain a defined and up-to-date list of the 
roles with access to systems with PHI access.

IMPLEMENT ACCESS CONTROLS

Electronic systems access: Usernames are a great way to 
segment users by role. It also gives you a way to track specific 
user activity. The first question you should ask yourself is: Does 
each staff member have a unique user ID? If not, that’s a great 
place to start.

Physical access: Make sure anyone not on your regular staff is 
escorted around the office by a staff member. For patients, don’t 
leave them unattended with logged-in equipment. For everyone 
else, document their name, the reason for being at your organi-
zation, where they’re from, and what they look like. If you haven’t 
worked with this person before, call the company and verify their 
name and physical description.

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
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HOW OFTEN ORGANIZATIONS REVIEW THEIR  
ACCESS CONTROL SYSTEMS 

Organizations need to regularly review their access controls,  
especially whenever someone changes positions or leaves  
their organization.
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Secure Remote Access

Secure Remote Access

REMOTE ACCESS BASICS

Remote access applications (e.g., GoToMyPC, LogMeIn, 
pcAnywhere, RemotePC) allow healthcare employees to work from 
home. Doctors often prefer to access patient data outside of the 
office, and some IT and billing teams use remote access to access 
the healthcare network offsite.

Remote access is great for workforce convenience, but it can 
cause major security issues. Often, remote access isn’t properly 
implemented with adequate security, such as implementing multi-fac-
tor authentication (e.g., a password and an auto-generated SMS).

Attackers target organizations that use remote access applications. 
This attack is common because if a remote access application is 
vulnerable, it allows an attacker to completely bypass firewalls and 
gain direct access to office and patient data.

A remote access attack typically looks like the following:

• Scan the Internet for vulnerable IP addresses

• Run a password-cracking tool on each open port found

• Upload malware

• Copy PHI

• Potentially use the compromised system to attack other 
computers or networks

HIPAA Security Rule §164.308(a)(4) and HIPAA Privacy Rule 
§164.508 require organizations to “develop and implement 
policies and procedures for authorizing ePHI access,” such as 
only allowing staff to have PHI access if they have proper authori-
zation and need to access PHI.20

HHS further explains that organizations must “establish remote 
access roles specific to applications and business requirements. 
Different remote users may require different levels of access 
based on job function.”21 HHS recommends that organizations using 
remote access should implement multi-factor authentication if 
employees access systems containing PHI.

If remote access application configuration 
only requires the user to enter a username 
and password, the application has been 
configured insecurely.

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
https://www.law.cornell.edu/cfr/text/45/164.508
https://www.law.cornell.edu/cfr/text/45/164.508
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/remoteuse.pdf
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ENABLE MULTI-FACTOR AUTHENTICATION

Remote access can be secure as long as it uses strong encryption 
and requires at least two independent methods of authentication. 
Be sure to enable strong/high encryption levels in your remote 
access configuration.

Configuring multi-factor authentication (also known as two-factor 
authentication) requires at least two of the following three factors:

• Something the user knows (e.g., a username and password)

• Something the user has (e.g., a cell phone, barcode, an RSA 
SecureID token)

• Something the user is (e.g., a fingerprint, ocular scan, 
voiceprint, other biometric)

A few examples of effective multi-factor authentication include:

1. Example 1: The remote user enters their username and 
password, and then must enter an authentication code that 
is given to them through an RSA token in their possession.

2. Example 2: The remote user enters a password and 
biometric to log in to a smartphone or laptop. The 
individual then provides a single authentication factor (e.g., 
another password, digital certificate, signed challenge-
response) to connect to the corporate network.

Multi-factor authentication makes things more difficult for 
attackers. For example, if you implement a password and an 
authentication application (e.g., Authy, Google Authenticator), an 
attacker would have to learn your password and have access to 
your authentication application before being able to gain remote 
access to your systems. 

PORTALDOCTOR DOCTOR

MOBILE DEVICE

PASSWORD

PASSWORD

ONE-TIME
PASSWORD

OTP

Example 1:

The remote user enters their username and password, 
and then must enter an authentication code that is given 
to them through an RSA token in their possession.
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Multi-factor authentication 
makes things more difficult  
for attackers.

PORTAL
SIGNATURE

DOCTOR
PASSWORD

BIOMETRIC

SIGNED CHALLENGE 
OR RESPONSE

Example 2:

The remote user enters a password and biometric to 
log in to a smartphone or laptop. The individual then 
provides a single authentication factor (e.g., another 
password, digital certificate, signed challenge-response) 
to connect to the corporate network.
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Secure Remote Access 

MICHAEL SIMPSON
SecurityMetrics Principal Security Analyst 
CISSP | CISA | QSA

Remote access to tools and data is essential to employees who 
work from home or are unable to go into the office for health 
or other logistical reasons. Additionally, IT needs to be able to 
provide immediate support from virtually anywhere when issues 
arise with workstations and back-end servers. For these reasons, 
there are several methods available that can allow healthcare 
workers or IT staff instant remote access to necessary services 
anywhere in the world.

This access, while vital to providing efficient, quality care, opens 
the door to malicious individuals. Remote access services that 
are left open and improperly secured can bee quickly picked up 
by malicious groups. Within minutes, these threat actors can 
infiltrate an entire network using this single point of access.

Here are three controls to implement to secure remote access:

• Use only remote access solutions that require full 
encryption. This encryption will not only protect your login 
credentials, but other sensitive data (ePHI) as well. This can 
be done by using a VPN or a remote access tool that enforces 
strong encryption.

• Don’t rely only on passwords. Use a second form of 
authentication, such as a one-time code generator or 
physical token. The use of multi-factor authentication (MFA), 
as it’s called, makes it much more difficult for malicious 
actors to guess your login credentials by using brute-force 
methods. If possible, avoid using SMS and email as your 
second factor as they are less secure than other options.

• Keep your workstations, servers and remote access 
software patched. One of the most common ways an 
attacker infiltrates a network is by exploiting known 
vulnerabilities. These holes can be effectively plugged by 
keeping all firmware, operating systems, and applications 
up-to-date with the latest security patches.

In addition to these basic remote access security measures, it is 
recommended that companies look into log monitoring or more 
advanced Security Information and Event Management (SIEM) 
solutions that can notify administrators when remote access 
anomalies are detected. 

These systems can be configured to notify system administrators 
when behaviors out of the norm, like connecting at odd hours of the 
evening or from international locations not normally visited by staff 
members. These early detection mechanisms can be configured 
to trigger automated responses or alert personnel who can act to 
prevent further harm to the organization. 

By employing these controls, you will greatly improve your security 
posture and attackers will find you to be a much more difficult target.

AUDITOR’S PERSPECTIVE
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Logging and Log Management

HIPAA REQUIREMENTS FOR LOGGING

Event logging, audit logging, and access logging are all requirements 
for HIPAA compliance. HIPAA requires you to keep logs of each of 
your systems for a total of 6 years. These three HIPAA requirements 
apply to logging and log monitoring:

• Log-in monitoring. Procedures for monitoring log-in 
attempts and reporting discrepancies.

• Audit controls. Implement hardware, software, and 
procedural mechanisms that record and examine activity in 
information systems that contain or use PHI.

• Information system activity review. Implement procedures 
to regularly review records of information system activity, 
such as audit logs, access reports, and security incident 
tracking reports.

IMPLEMENT LOGGING AND ALERTING

Event logs contain information about specified actions taken or 
events that occur on computer systems like firewalls, servers, 
office computers, EHR/EMR systems, and printers. When 
assembled, event logs provide an audit trail that describes a 
series of interconnected events. 

Event logs and audit trails offer insight into activities taking place 
in your systems so that you can verify normal activity or identify 
potential indicators of compromise. They’re like a watchtower 
alerting you to attacks and potential risks, as well as providing 
data that helps you perform a forensic investigation in the event of 
a data breach or system compromise.

Logs can be generated by most systems and software, including 
operating systems, Internet browsers, workstations, anti-malware, 
firewalls, and IDS. Some systems with logging capabilities do not 
automatically enable logging, so ensure all systems have logs 
turned on and pointed to a centralized log server. Other systems 
generate logs, but don’t provide event log management. Be aware 
of your system capabilities and potentially install third-party log 
monitoring and management software.

REVIEW YOUR DATA

Organizations should review their logs daily to search for errors, 
anomalies, and suspicious activities, as well as have a process in 
place to quickly respond to security anomalies.

Given the large amount of log data generated by systems, it’s 
impractical to manually review all logs each day. Log monitoring 
software takes care of this task by collecting your log data and using 
rules to automate log review, alerting you only about events that might 
indicate a problem or require investigation. Alerts are most often com-
municated using email, SMS, or other messaging technology, allowing 
you to respond quickly when suspicious activity is detected.

Often, log monitoring software comes with default alerting templates 
to optimize monitoring and alerting functions. However, since no 
two environments are exactly the same, it is critical to take time to 
correctly configure your alerting rules during implementation.

From a security perspective, the purpose of an alert is to act as a 
red flag when something bad might be happening. Reviewing logs 
regularly helps you to differentiate between normal operation and 
malicious activity on your systems.

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf
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LOG MANAGEMENT SYSTEM RULES

Here are some event types to consider when setting up your 
log management system rules:

• Password changes

• Privileged account logins

• Escalation of privileges

• Failed login attempts

• New login events

• New user account creation

• Malware detection

• Malicious activity seen by IDS

• Scans on your firewall’s open and closed ports

• Denial of service attacks

• Errors on network devices

• Critical file name, size, or attribute changes

• Data exported

• Running processes stopped

• New service installation

• Modified registry values

To take advantage of log management, look at your security strategy 
and make sure these steps are addressed:

• Determine how and when to generate logs

• Secure your stored logs so they can’t be maliciously or 
accidentally altered 

• Set up a team to review log data and respond to alerts

• Spend time to create rules for alert generation (don’t just 
rely on a template)

• Store logs for at least six years (or as long as legally 
required), with at least three months readily available

• Frequently check log collection to identify necessary 
adjustments, such as storage space allocation

Regular log monitoring means a quicker response time to security 
events and better security program effectiveness. Not only will 
log analysis and daily monitoring demonstrate your willingness 
to comply with HIPAA requirements, it will also help you defend 
against insider and outsider threats.

Organizations should review their logs daily to 
search for errors, anomalies, and suspicious 
activities that deviate from normal behavior.
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Audit Logs and Log Monitoring

DAVID PAGE
SecurityMetrics Principal Security Analyst  
CISSP | CISA | QSA

Monitoring audit logs for all critical systems and devices in your 
environment is key to understanding what types of events and actions 
occur on a daily basis, allowing you to establish a baseline of what is 
considered normal system activity. This will make it easier to identify 
anomalous and other abnormal events that can indicate malicious or 
undesirable activity taking place in your environment. The ability to 
identify and act on these events as they happen is critical to preventing 
breaches and data loss, or at the very least, reducing the duration and 
severity of such events.

Initially, the task of monitoring system logs can seem daunting, due 
to the volume of data that can be generated. In all but the smallest 
environments, it will likely be necessary to implement a Security 
Information and Event Management (SIEM) solution to aggregate and 
analyze log data in a way that provides you with usable information. 
Make sure to enable event logging functionality on your systems and 
configure them to export the data to your SIEM solution, allowing you to 
automate their powerful event correlation and issue tracking functions. 

Then, configure the SIEM to alert you via email, text message, or 
even phone call, if certain predefined conditions are detected on any 
monitored system. Most SIEM packages come with a set of built-in 
triggers for such alerts, but make sure you spend the time to set up 
effective and useful triggers appropriate to your specific setup and 
system types. Another thing to consider when setting up your SIEM 
solution is making sure it has enough storage space to meet HIPAA and 
any other log data retention requirements you need to comply with.

Once your SIEM solution is set up and a baseline is established, it is 
important to assign responsibility for responding to the inevitable alerts 
that will be generated. Make sure alert messages are being received by 
appropriate personnel in a timely manner, and that they know what to 
do in the event an alert is received. Not having a response plan in place 
for alerts is like installing an elaborate security system in your office, 
but then leaving the alarm siren unplugged!

An effective audit log collection and alerting system is a key component 
of your overall security plan and is a very effective way to help you 
detect and prevent attacks before they lead to data compromise.

AUDITOR’S PERSPECTIVE

“Tools used for audit logging 
and log analysis are called 
system information and event 
management (SIEM) solutions.”

https://www.sans.org/reading-room/whitepapers/logging/successful-siem-log-management-strategies-audit-compliance-33528
https://www.sans.org/reading-room/whitepapers/logging/successful-siem-log-management-strategies-audit-compliance-33528
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Since 2018, we’ve seen  
a decrease of 70% of 
organization’s storing 
system logs.

Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.
 
 
securitymetrics.com/hipaa-audit

Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.

Learn More

https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/hipaa-audit
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Data Breach Prevention Tools

Data Breach 
Prevention Tools

INSTALL AND REVIEW  
FILE INTEGRITY  
MONITORING SOFTWARE

File Integrity Monitoring (FIM) software is a great 
companion for your malware prevention controls. 
New malware comes out so frequently you 
shouldn’t only rely on anti-virus software to detect 
malware on your systems. It often takes many 
months for a signature of newly detected malware 
to make it into the malware signature files allowing 
it to be detected by anti-virus software.

FIM software is typically configured to monitor and 
detect areas of a computer’s file system where 
critical files are located. The FIM tool will generate an 
alert that can be monitored when a file is changed.

Even if your anti-virus software cannot recognize 
the malware files’ signatures, FIM software 
will detect that files have been written to your 
computer and will alert you to check and make 
sure you know what those files are. If the change 
was known (like a system update), then your 
systems should still be secure. If not, chances are 
that new malware was added to your system and 
now can be dealt with.

FIM can also be set up to check if web 
application code or files are modified  
by an attacker.

Here are examples of some places where FIM should be set up 
to monitor:

• Critical system files

• Critical installed application directories

• Web server and/or web application directories

 
INSTALL BREACH DETECTION 
AND PREVENTION SYSTEMS

One of the reasons data breaches are so prevalent is a lack of a 
proactive, comprehensive security team or system that is dedicated to 
monitoring system irregularities, such as intrusion detection systems 
(IDS) and intrusion prevention systems (IPS).

Using these systems can help identify a suspected attack and help you 
locate security holes in your network that attackers exploited. Without the 
knowledge derived from IDS logs, it can be very difficult to find system 
vulnerabilities and determine if cardholder data was accessed or stolen.

By setting up alerts in an IDS, you can be warned as soon as 
suspicious activity is identified and be able to significantly minimize 
the degree of compromise within your organization. You may even 
stop a breach in its tracks.

https://www.securitymetrics.com/blog/importance-log-management


An IDS can help you detect a security breach 
as it’s happening in real time.

Forensic investigators (like the SecurityMetrics forensic team) can 
use the information gleaned from client IDS tools, as well as system 
audit logs, to investigate breaches.

Keep in mind that an IDS isn’t preventative. Similar to a private 
investigator, an intrusion detection system doesn’t interfere with 
what it observes. It simply follows the action, takes pictures, records 
conversations, and alerts the client.

For more preventative measures you might consider an intrusion 
prevention system, which also monitors networks for malicious 
activities, logs this information, and reports it; but it can prevent 
and block many intrusions that are detected. Intrusion prevention 
systems can drop malicious packets, block traffic from the 
malicious source address, and reset connections.

DATA LOSS PREVENTION SOFTWARE

In addition to FIM and IDS/IPS, you should have data loss prevention 
(DLP) software in place. DLP software watches outgoing data 
streams for sensitive or critical data formats that should not be sent 
through a firewall, and it blocks this data from leaving your system.

Make sure to properly implement it, so that your DLP knows where 
data is allowed to go. If it’s too restrictive, DLP might block critical 
transmissions to third party organizations.
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https://www.securitymetrics.com/forensics


78 |  

Set Up Your Intrusion  
Detection/Prevention System

MATT HEFFELFINGER
SecurityMetrics Deputy CISO | GSTRT | CyRP (Pepperdine) |  
GRCP | SSAP | ITIL4-F | GISF | Lean Six Sigma Certified (Villanova) |  
ISO27001 Lead Cyber Implementer PECB Certified

Here are the steps you should follow to correctly use an IDS/IPS:

• Form a task force. You need a team to choose and manage an 
IDS/IPS. Whether it’s the responsibility of your IT Security Team, 
Data Loss Prevention Team, a managed service provider, or a 
designated co-managed team consisting of security-related 
department heads.  
 
This group must be formed to take charge, make decisions, 
and lead. Their activities could include a bucket list of activities 
from vendor selection, policy development, install and setup, 
tuning alerts, identification of suspicious activity, playbook 
writing, ensuring regularly scheduled IDS/IPS updates, incident 
response planning, ongoing alert monitoring, or facilitating table 
top training exercises. 

• First, pick an IDS/IPS. There are a variety of different tools 
on the market, from managed service providers to a few open 
source solutions.  
 
The task force approach should always make decisions based 
on what is best for the business to be successful. Any IDS/IPS 
pathway will need to be carefully reviewed for both the benefits 
and drawbacks before a decision is made.  
 
It is best to start with a checklist of what specific deliverables or 
goals your business wants to accomplish. Perhaps the business 
would benefit from a host-based intrusion detection system 
(HIDS) or a combination of network-based intrusion detection 
system (NIDS) with host.  
 
When choosing your IDS/IPS, you have many decision points 
and none should be taken lightly or ignored. Partnering with 
a consultant can ensure the right questions get asked before 
anything new is added to your environment.  

• Decide where to install your IDS/IPS. Where is the 
best place to install them? Depending on your use case and 
problems, it is often best to install it outside of your network so 
you can detect external attacks.  
 
Never just integrate your IDS to secure your EHR/EMR 
system. Cybercriminals love to pivot their attacks, by 
hacking into unrelated and unprotected areas of your 
network. The reality is cybercriminals can and often will 
hop from one area of your network into another area until 
they reach their goal and target.  
 
Perimeter monitoring can potentially alert you of an attack 
earlier and keep you one step ahead of the threat actors 

ANALYST’S PERSPECTIVE
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• Tune your IDS/IPS. Initially, you’ll find that there are a 
large number of alerts that could number in the thousands 
out of the box. This of course can be quite challenging to 
tune your IDP/IPS depending on your network and the size 
of your business footprint. 
 
Someone on your task force will need to fine tune the IDS/
IPS by adding new rules, remove outdated or deprecated 
rules, and focus on minimizing the impact of false positives. 
 
For example, you may find replication mechanisms in your 
environment which are not attacks by threat actors but instead 
processes that occur day to day that are non-malicious.  
 
Several vendors offer subscriptions to rule sets that can 
speed up your tuning efforts. 

• Don’t forget about internal attacks. Tuning should also 
include a focus on examining internal traffic.  
 
Whether the threat is a fired workforce member (who 
wants to get back at the organization) or an employee who 
non-malicious left a firewall open, this internal tuning 
must be part of your activities. Internal tuning of your IDS/
IPS requires a significant investment of time and labor to 
ensure false positives are marked correctly.  

• Configure alerts. Members of your task force will need 
to correctly configure your IDS to alert you as soon as 
activity occurs.  
 
For example, you’ll need to define what types of alerts will be 
classified as malicious versus non-malicious and whether or 
not there are other categories of alerts you want to include. 
 
 

One of the best ways to capture this information is 
with detailed playbooks that describe the alerts and 
corresponding responses. Any decisions made regarding  
alert responses should be made by the task force.  
 
Alert configuration goes hand-in-hand with the tuning 
mentioned previously. Getting the right amount of alerts is 
vital. If you have too many false positives, then your system 
becomes “the boy who cried wolf.”  
 
If you have too few alerts, then you may miss the indicators 
of compromise (IOC). The part of this process will be an 
ongoing activity as your environment changes to meet the 
business needs. Getting your IDS/IPS to a point where you 
know what maturity looks like is critical. 

• Constant alert monitoring. For many in the Healthcare 
sector, having a network IDS/IPS in place is old news, but 
the reality is conducting regular tune ups and cyber hygiene 
check ups is not prioritized. If you don’t regularly check your 
IDS/IPS alerting, tuning out false positives and maturing 
the alerts, then you may find this hampers your ability to 
recover from a data breach. 

• Create IDS/IPS playbooks. What happens when your 
IDS actually identifies an attack? What is the process 
and procedures for handling? Ensure your task force has 
repeatable processes and playbooks in place therefore 
as people transition into and out of the operations, no 
knowledge, skills, or abilities is lost.  
 
It is critical that playbooks, incident response plans, and regular 
table top exercises are facilitated by the task force to ensure 
everyone is on the same page, prepared and knows how to 
identify the threat, which appropriate persons to notify, how to 
contain the threat, and conduct an after-action review.
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Vulnerability Scanning

Vulnerability Scanning

FIND NETWORK VULNERABILITIES

HIPAA Security Rule §164.308(a)(8) requires organizations to 
“perform a periodic technical and nontechnical evaluation, based 
initially upon the standards implemented under this rule and, 
subsequently, in response to environmental or operational changes 
affecting the security of electronic protected health information.”7

From a security analyst’s perspective this means conducting vulner-
ability scans and penetration tests.

Vulnerability scans assess computers, systems, and networks for 
security weaknesses (also known as vulnerabilities). These scans are 
typically automated and give an initial look at what could be exploited. 

Vulnerability scans are a passive approach to vulnerability 
management because they don’t go beyond reporting on vulnerabil-
ities that are detected. The organization’s security or IT staff should 
patch discovered weaknesses on a prioritized basis or confirm that a 
discovered vulnerability is a false positive (i.e., looks like a vulnera-
bility but isn’t applicable to your environment), then re-run the scan 
to verify that vulnerabilities were adequately addressed.

Vulnerability scanning is considered by security experts to be one of 
the best ways to find potential vulnerabilities.

VULNERABILITY SCANNING PROS

• Quick, high-level look at vulnerabilities

• Very affordable compared to penetration testing

• Automatic (can be automated to run weekly,  
monthly, and quarterly)

VULNERABILITY SCANNING CONS

• False positives

• Organizations must manually check each vulnerability  
before testing again

• Does not confirm a vulnerability is possible to exploit
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Vulnerability Scanning Best Practices
Because cybercriminals discover new ways to hack 
organizations daily, we encourage you to regularly scan 
your systems. External vulnerability scans should be 
ongoing and/or completed at least quarterly to help 
locate vulnerabilities. You should also ensure an external 
vulnerability scan occurs when your systems are changed 
or updated in any way.

After scan completion, a report will typically generate an 
extensive list of vulnerabilities found and give references 
for further research on the vulnerability. Some scanning 
services even offer directions on how to fix the problem. 
Remember that the vulnerability scan doesn’t change 
your system or fix problems, so make sure that you fix any 
required changes necessary for your system.

A vulnerability scan report reveals identified weaknesses, 
but reports sometimes include false positives. Sifting 
through real vulnerabilities and false positives can 
be a chore, but it’s important to manually check each 
vulnerability to make sure you’re not at risk.

Vulnerability scanning isn’t just about locating and 
reporting vulnerabilities. It’s also about establishing a 
repeatable and reliable process for fixing problems, based 
on risk and effort required.

Failing scan results that aren’t remediated indicate 
vulnerabilities that can be exploited, allowing malicious 
actors to get past other security precautions and putting 
your systems and patient data at risk.

Since 2018, we’ve seen 
a decrease of 36.8% of 
organizations saying that 
they conduct vulnerability 
scanning.
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Regularly Conduct  
Vulnerability Scans

MICHAEL SIMPSON
SecurityMetrics Principal Security Analyst 
CISSP | CISA | QSA

A proper defense-in-depth strategy will consist of both preventa-
tive controls and detective controls designed to reduce the risk, 
severity, and cost of a data breach. Preventative controls like system 
hardening, vulnerability scanning, patching, intrusion prevention, 
etc., help to prevent unauthorized data or system access while 
detective controls such as log analysis and file integrity monitoring 
are designed to quickly identify a security compromise to help 
mitigate the effects of the intrusion.

Regular vulnerability scans are a critical preventative security 
control as they detect and assess known weaknesses that may be 
opening up your systems, applications and networks to undue risk 
of intrusion. As new vulnerabilities are constantly being discovered, 
it is important that these scans be performed often (monthly or 
quarterly) to identify weaknesses in your organization’s security 
posture. Then allow IT staff to address the vulnerabilities before 
they can be exploited by attackers.

Vulnerability scanners will often assign a risk value to each identified 
vulnerability (usually based on the Common Vulnerability Scoring 
System). Organizational vulnerability management policies and 
procedures should clearly define how IT staff are to rank the severity 
of identified vulnerabilities. Policies should also set clear expectations 
of the timeline for addressing or remediating the vulnerability based 
on the risk the vulnerability poses to the organization.

It is recommended that management takes an active role in the 
organization’s vulnerability management program. Too often, 
important day-to-day administrative tasks (e.g., IT fires) receive 
priority over critical preventative security measures as there often  
is no immediate consequence to failing to perform these tasks.

AUDITOR’S PERSPECTIVE

“Tools used for audit logging 
and log analysis are called 
system information and event 
management (SIEM) solutions.”

https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.sans.org/reading-room/whitepapers/logging/successful-siem-log-management-strategies-audit-compliance-33528
https://www.sans.org/reading-room/whitepapers/logging/successful-siem-log-management-strategies-audit-compliance-33528
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VULNERABILITY SCANNING 
VS. PENETRATION TESTING

Some people mistakenly think that vulnerability 
scanning is the same thing as a professional 
penetration test. 

Vulnerability Scanning is not 
Penetration Testing.

Here are the two biggest differences:

• A vulnerability scan is automated, while 
a penetration test includes a qualified 
individual who digs into the complexities 
of your network and actively tries to 
exploit its vulnerabilities.

• A vulnerability scan typically only 
identifies vulnerabilities at a high-level, 
while a penetration tester digs deeper to 
identify the root cause of the vulnerability 
that allows access to secure systems and 
stored patient data.

Vulnerability scans offer great weekly, monthly, 
or quarterly high-level insight into your network 
security, while penetration tests are a more 
thorough way to deeply examine network security.
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HOW OFTEN ORGANIZATIONS CONDUCT  
VULNERABILITY SCANS

Organizations should regularly conduct vulnerability scans 
(e.g., quarterly).

https://www.securitymetrics.com/vulnerability-scan
https://www.securitymetrics.com/penetration-testing
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Penetration Testing

Penetration Testing

PENETRATION TESTING BASICS

In addition to performing vulnerability scans, we strongly 
recommend that you perform penetration testing to identify vulner-
abilities. Penetration testers analyze network environments, identify 
potential vulnerabilities, and try to exploit these vulnerabilities (or 
coding errors) just like a hacker would.

In simple terms, penetration testers ethically attempt to break into 
your organization’s network to find security holes.

Specifically, penetration testers first run automated scans to 
identify well-known, common vulnerabilities and then manually 
test for other, less common vulnerabilities. They can also test 
your employees, website, patient portal, and other Internet-facing 
networks and applications to see if there’s a way into your systems 
using common hacking tools or social engineering tactics. If found, 
the testers report these vulnerabilities to you with recommenda-
tions on how to better secure your systems and sensitive data.

Penetration testing is particularly helpful for organizations 
developing their own applications because it’s important to have 
code and system functions tested by an objective third party. This 
testing helps find vulnerabilities missed by developers.

Depending on your security needs, you may want to perform both 
an internal and external penetration test. An internal penetration 
test evaluates your systems within your organizational network (i.e., 
with the perspective of someone inside your network). An external 
penetration test is conducted outside your network (i.e., perspective 
of a hacker over the Internet). 

A penetration test is a thorough,  
live examination designed to exploit 
weaknesses in your system.

Because professional penetration test reports contain a long, 
detailed description of attacks used, testing methodologies, and 
suggestions for remediation, you need to reserve adequate time to 
address the located vulnerabilities on a prioritized basis.

PENETRATION TESTING PROS

• Live, manual tests mean more accurate  
and thorough results

• Rules out false positives

PENETRATION TESTING CONS

• Time (1 day to 3 weeks)

• Typically costs $11,000+ 

https://www.securitymetrics.com/vulnerability-scan
https://www.securitymetrics.com/penetration-testing
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PREPARE FOR YOUR PENETRATION TEST

CHOOSE YOUR PENETRATION TESTER

You need to decide who will perform your penetration test (e.g., 
in-house staff, third party experts). Penetration testers should be 
well versed in:

• Black hat attack methodologies (e.g., remote access 
attacks, SQL injection)

• Internal and external testing (i.e., perspective of someone 
within the network, perspective of a hacker over Internet)

• Web front-end technologies (e.g., Javascript, HTML)

• Web application programming languages (e.g., Python, PHP)

• Web APIs (e.g., restful, SOAP)

• Network technologies (e.g., firewalls, IDS)

• Networking protocols (e.g., TCP/UDP, SSL)

• Operating systems (e.g., Linux, Windows)

• Scripting languages (e.g., Python, Perl)

• Testing tools (e.g., Nessus, Metasploit)

• Segmentation testing

If you use an in-house penetration tester, they should use correct 
penetration testing methodologies (e.g., NIST 800-115, OWASP 
Testing Guide) when conducting your test. They also should be 
aware of prevalent vulnerabilities and threats in the industry, 
and design tests to check for these issues in your networks and 
applications accordingly.

If you hire a third party, make sure the penetration tester you select 
uses the correct methodology for the stated objectives (e.g., NIST 
800-115, OWASP Testing Guide) and that you act on the report they 
give you, addressing the issues they find.

Collect information for your penetration tester such as: have you 
experienced an exploit in the past 12 months (e.g., ransomware)? 
Did you make changes? Tell your penetration tester about all this 
information so they can design tests to validate your changes.

Perform a penetration test at least yearly and after 
major network changes or software releases.

REGULARLY PERFORM 
PENETRATION TESTING

First, establish what your organization considers a major change. 
What might be a major change to a smaller organization is only a 
minor change for a large environment. For any organization size, if 
you modify your network architecture or start receiving patient data 
in a different way, this could constitute a major change.

Whenever major changes occur, perform a formal penetration test 
to see if that change added any new vulnerabilities, in addition to 
annual penetration tests.
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Penetration Testing

DIFFERENT TYPES OF PENETRATION TESTING

NETWORK PENETRATION TEST

The objective of network penetration 
testing is to identify security issues 
with the design, implementation, and 
maintenance of servers, workstations, 
and network services.

Commonly identified security 
issues include:

• Misconfigured software, 
firewalls, and operating systems

• Outdated software and 
operating systems

• Insecure protocols

 

SEGMENTATION CHECK

The objective of a segmentation check 
is to identify whether there’s access into 
a secure network because of a miscon-
figured firewall. Segmentation checks 
confirm whether segmentation was set 
up properly or not.

Commonly identified security 
issues include:

• TCP access is allowed where it 
should not be

• ICMP (ping) access is allowed 
where it should not be

 

APPLICATION PENETRATION TEST

The objective of an application penetration 
test is to identify security issues resulting 
from insecure development practices in the 
design, coding, and publishing of the software.

Commonly identified security 
issues include:

• Injection vulnerabilities (e.g., SQL 
injection, cross-site scripting 
(XSS), remote code execution)

• Broken authentication (i.e., the 
log-in panel can be bypassed)

• Broken authorization (i.e., 
low-level accounts can access 
high-level functionality)

• Improper error handling

 

Once you have an idea on the type 
of test you would like and how 
comprehensive you would like the 
results to be, you need to decide 
from which perspective you would 
like testing to be performed.
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MOBILE PENETRATION TEST

The objective of a mobile application 
penetration test is to identify security 
issues resulting from insecure 
development practices in the design, 
coding, and publishing of the software 
that supports a mobile application. 

Commonly identified security 
issues include: 

• Insecure local storage

• Information disclosures

• Injection vulnerabilities (e.g., 
SQL injection, cross-site 
scripting (XSS), remote  
code execution)

• Broken authentication (i.e., the 
log-in panel can be bypassed)

• Broken authorization (i.e., 
low-level accounts can access 
high-level functionality)

WIRELESS PENETRATION TEST

The objective of a wireless penetration 
test is to identify misconfigurations of 
authorized wireless infrastructure and the 
presence of unauthorized access points.

Commonly identified security 
issues include:

• Insecure wireless  
encryption standards

• Weak encryption passphrases

• Unsupported wireless technology

• Rogue/open access points

SOCIAL ENGINEERING

The objective of a social engineering 
assessment is to identify workforce 
members who don’t properly authenticate 
individuals, follow processes, or validate 
potentially dangerous technologies. Any of 
these methods could allow an attacker to 
take advantage of staff and trick them into 
doing something they shouldn’t.

Commonly identified issues include:

• If employee(s) clicked on 
malicious emails

• If employee(s) allowed 
unauthorized individuals  
onto the premises

• If employee(s) connected a 
randomly discarded USB to 
their workstation
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Penetration Testing  
Best Practices

CHAD HORTON
SecurityMetrics Senior Director  
of Penetration Testing | CISSP

Many organizations don’t fully understand what a penetration test is, 
how it differs from vulnerability scanning, and what benefits it offers.

A penetration test will give you a holistic view of what your security 
system truly looks like. Organizations with poor security practices 
across their environment leave themselves vulnerable. If an organi-
zation has an immature network with unpatched systems, it’s likely 
that the desktop systems are in a similar state.

Network penetration tests, in particular, are a necessary part of a 
healthy security culture. Don’t forget about performing other types 
of penetration tests, such as segmentation checks, application 
penetration tests, and wireless penetration tests.

It helps to think of your penetration tests and vulnerability scans as 
a way to cover as much of your environment as possible. Diversify 
your tests and scans for a more robust security posture. Repeating 
tests is okay, but trying a new type of test will potentially expose 
even more vulnerabilities.

AUDITOR’S PERSPECTIVE

“Perform a penetration test at 
least annually and after major 
network changes.”
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HOW OFTEN ORGANIZATIONS  
PERFORM PENETRATION TESTS

Organizations should regularly perform  
penetration tests (e.g., annually and after  
major network changes).
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Breach Notification  
Rule Introduction

Without proper care and upkeep of data security programs, orga-
nizations can easily go the way of recent data breach victims. Last 
year, healthcare organizations accounted for 35.6% of reported 
data breaches.1

The HIPAA Breach Notification Rule (45 CFR §164.400-414) 
requires HIPAA covered entities and their business associates to 
provide notification following a breach of unsecured patient data.23

If you’re a covered entity, your notifications must be sent to affected 
patients by first-class mail (or email if the affected individuals 
agreed to receive notices) as soon as reasonably possible. This noti-
fication must be no later than 60 days after breach discovery.

If ten or more individuals’ information is out of date, insufficient, or 
the breach affects more than 500 residents of a state or jurisdic-
tion, post the statement on your website for at least 90 days and/or 
provide notice in major print or broadcast media in affected areas.

Covered entities also need to notify the Secretary of HHS about the 
breach. If a breach affects fewer than 500 individuals, the covered 
entity may notify the Secretary of such breaches on an annual basis. 
But if a breach affects 500 or more individuals, covered entities 
must notify the Secretary of HHS within 60 days following a breach 
(if not immediately).

If you’re a business associate, notify affected covered entities after 
discovering a data breach immediately (and no later than 60 days 
after discovering the data breach). Identify each individual affected by 
the breach and send this information to all affected covered entities.

Remember, covered entities are just as liable 
if their business associate is found to be in 
breach of HIPAA requirements.

https://www.idtheftcenter.org/wp-content/uploads/2019/02/ITRC_2018-End-of-Year-Aftermath_FINAL_V2_combinedWEB.pdf
https://www.idtheftcenter.org/wp-content/uploads/2019/02/ITRC_2018-End-of-Year-Aftermath_FINAL_V2_combinedWEB.pdf
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
https://ocrportal.hhs.gov/ocr/breach/wizard_breach.jsf?faces-redirect=true
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Incident Response Plan Overview

INCIDENT RESPONSE PLAN BASICS

Unfortunately, every organization will experience system attacks, 
and some of these attacks will succeed.

If your organization is breached, you may be liable for 
several of the following fines, losses, and costs:3

• HHS settlements: Up to $1.5 million/violation/year

• State attorney generals: $150,000 – $7 million

• Business associate changes: $5,000+

• Lawyer fees: $5,000+

• Technology repairs: $2,000+

• Class action lawsuits: $1,000/record

• Breach notification costs: $1,000+

• Ongoing credit monitoring for affected patients: 
$10-$30/record

• ID theft monitoring: $10-$30/record

Total Possible Cost $180,000-$8.3 Million+

To help minimize a data breach, establish a well-executed 
incident response plan which can minimize breach impact, reduce 
fines, decrease negative press, and help you get back to normal 
operations more quickly.

If you’re properly following HIPAA requirements, you should already 
have an incident response plan prepared and your employees 
should be trained how to quickly deal with a data breach. However, 
most organizations–large and small–don’t have their incident 
response plan and associated training adequately established.

Without an incident response plan, employees scramble to figure out 
what they’re supposed to do, and this is when mistakes can occur.

INCIDENT RESPONSE PLAN PHASES

An incident response plan should be set up to address a suspected 
data breach in a series of phases. The incident response phases are:

• Phase 1. Prepare

• Phase 2. Identify

• Phase 3. Contain

• Phase 4. Eradicate

• Phase 5. Recover

• Phase 6. Review

It’s important to discover a 
data breach quickly, identify 
where it’s coming from, and 
pinpoint what it has affected.

https://www.securitymetrics.com/blog/how-much-does-hipaa-compliance-cost
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INCIDENT RESPONSE PHASE TIMELINE

PHASE 1: PREPARE

Preparation often takes the most effort in your incident response 
planning, but it’s by far the most crucial phase to protect your 
organization. This phase includes the following steps:

1. Ensure your employees receive proper training regarding 
their incident response roles and responsibilities.

2. Develop and regularly conduct tabletop exercises (i.e., 
incident response drill scenarios) to evaluate your incident 
response plan.

3. Ensure that all aspects of your incident response plan (e.g., 
training, hardware and software resources) are approved 
and funded in advance.

PHASE 2: IDENTIFY

Identification (or detection) is the process that determines whether 
you’ve actually been breached by looking for deviations from normal 
operations and activities. This is why technologies, preparation, and 
proper security are so important; otherwise, you may not know where 
your baseline is.

Organizations normally learn they’ve been breached in a few ways:

• The breach is discovered internally (e.g., review of intrusion 
detection system logs, alerting systems, system anomalies, 
anti-virus scan malware alerts).

• Law enforcement discovers the breach while investigating 
the sale of patient data.

• A complaint is filed with HHS, which investigates and 
discovers evidence of a breach.

POST BREACHPRE BREACH DATA BREACH

PHASE 3

Prepare

Identify

Contain Eradicate Recover Review
PHASE 4 PHASE 5 PHASE 6

PHASE 1

PHASE 2

https://www.securitymetrics.com/hipaa-training
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PHASE 3: CONTAIN AND DOCUMENT

When a healthcare organization becomes aware of a possible 
breach, it’s understandable to want to fix issues immediately.

However, without taking the proper steps and involving the right 
people, you could inadvertently destroy valuable forensic data. 
Forensic investigators use this data to determine how and when the 
breach occurred, as well as to devise a plan to prevent future attacks.

When you discover a breach, remember:

• Don’t panic.

• Don’t make hasty decisions.

• Don’t wipe and re-install your systems (yet).

• Contact your forensic investigator to help you contain 
the breach.

 

Steps to consider during containment and documentation: 

• Stop the leakage of sensitive data as soon as possible.

• Unplug affected systems from the network, rebuild clean 
new systems and keep old systems offline. This is the best 
option if it’s possible because it allows a forensic investigator 
to evaluate untouched systems. This is easier to do in virtual 
server environments and can be costly otherwise.

• If system replacement is not possible, the next main task 
would be documentation. This means you need to preserve 
as much information as possible for forensic analysis. If 
you know how to take a complete image of your system, 
you might choose to do so, but it is better to wait for a 
professional to assist you. If you need to take action yourself 
and know where the virus files are, copy that directory to a 
backup. Use screenshots or phone videos of behaviors as a 
last resort before taking action to change the systems.

• Call in a professional forensic investigator to help learn 
about the breach. In some industries, this may be a required 
step–for example, when credit card data is stolen–but it’s 
always recommended to get forensic analysts involved, so 
you can develop better future processes.

https://www.securitymetrics.com/forensics
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PHASE 4: ERADICATE

After containing the incident, you need to find and modify policies, 
procedures, and technologies that led to the breach.

Malware should be securely removed, systems should again be 
hardened and patched, and updates should be applied. Whether 
you do this internally or get help from a third party, make sure your 
eradication actions are thorough.

PHASE 5: RECOVER

Recovering from a data breach is the process of restoring and 
returning affected systems and devices back into your environment. 
During this time, it’s important to get your systems and organiza-
tional operations up and running again with confidence that your 
network will withstand the next cyberattack.

After a breach’s cause has been identified and eradicated, ensure 
all systems have been tested before you reintroduce the previously 
compromised systems into your production environment.

PHASE 6: REVIEW

After your forensic investigation has concluded, meet with all 
incident response team members to discuss what everyone learned 
from the data breach, and review the events in preparation for a 
future attack.

This is when you’ll analyze everything about the breach. Afterwards, 
revise your incident response plan by determining what worked well 
and what failed.

Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.
 
 
securitymetrics.com/hipaa-audit

Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.

Learn More

https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/hipaa-audit
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What to Include in an Incident Response Plan

What to Include in an  
Incident Response Plan

Creating an incident response plan can seem overwhelming. To help 
you accomplish this task, develop your incident response plan using 
smaller, more manageable procedures.

For example, while every organization will need varying 
policies, training, and documents, there are a few itemized 
response lists that most organizations should include in 
their incident response plans:

• Emergency contact and communications list

• System backup and recovery processes list

• Forensic analysis list

• Jump bag list

• Security policy review list

EMERGENCY CONTACT AND 
COMMUNICATIONS LIST

Proper communication is critical to successfully managing a data 
breach, which is why you need to document a thorough emergency 
contact and communications list. This list should contain 
information about: who to contact, how to reach these contacts, 
when is the appropriate time to reach out, and what you need to say.

Make sure to document everyone that needs to be 
contacted in the event of a data breach, such as the 
following individuals and groups:

• Your response team

• Your executive team

• Your legal team

• Your forensic company

• Your cybersecurity team

• Your IT team

• Your security team

• Your public relations advisor(s)

• Affected individuals

• Law enforcement

• Cyber insurance provider
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PUBLIC COMMUNICATIONS

Your incident response team should craft statements that 
target various audiences, including a holding statement, press 
release, customer statement, and internal/employee statement. 
These should be communicated to appropriate parties that 
could potentially be affected by a data breach, such as business 
associates, third-party contractors, stockholders, board of directors, 
law enforcement, and your patients.

Your statements should address questions like:

• Which locations were and are impacted by the breach?

• How was the breach discovered?

• Is any other sensitive data at risk?

• How will the breach affect patients and the community?

• What services or assistance (if any) will you provide 
your patients?

• When will you be back up and running?

• What will you do to prevent data breaches from 
occurring again?

 
Identify in advance the person that will ensure notifications are 
made in a timely manner and fulfill your state’s specific require-
ments. Perhaps this could be your inside legal counsel, a newly 
hired breach management firm, or a C-level executive.

Your public response to a data breach  
will be judged heavily, so review your 
statements thoroughly.

Explain that you are committed to solving the issue and protecting 
your patients’ information and interests. Where you deem 
appropriate, you could offer an official apology and other forms of 
assistance, such as ID theft monitoring.

SYSTEM BACKUP AND RECOVERY 
PROCESSES LIST

Your system backup and recovery processes list will help 
you deal with the technical aspects of a data breach. Here 
are some things that should be included:

• Process for disconnecting from the Internet (e.g., who 
is responsible to decide whether or not to disconnect)

• System configuration diagrams that include  
information like device descriptions, IP addresses,  
and OS information

• Process for switching to redundant systems

• Process for preserving evidence (e.g., logs, time stamps)

• Practices to test the full system backup  
and system recovery

• Steps to test and verify that any compromised  
systems are clean and fully functional

 
This list will help you preserve any compromised data, quickly handle 
a data breach, and protect your system configuration. By creating and 
implementing this list, your organization can reduce further data loss 
and return to normal operations as quickly as possible.
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FORENSIC ANALYSIS LIST

A forensic analysis list is for organizations that use in-house 
forensic investigations resources.

Your forensic team will need to know where to look for irregular 
behavior and have access to system security and event logs. You 
might need multiple lists based on your different operating systems 
and functionalities (e.g., server, database).

Your forensic team may need the following tools:

• Data acquisition tools

• Write-blockers

• Clean/wiped USB hard drives

• Cabling for all connections that they could experience 
in your environment

• Other forensic analysis tools (e.g., EnCase, FTK, X-Ways)

 
However, if your organization doesn’t have access to an in-house 
experienced computer forensic examiner, consider hiring a 
forensic firm.

Before choosing, vet potential forensic firms by examining their 
agreement forms. This vetting process will help ensure that you get 
an experienced forensic investigator when you need it.

JUMP BAG LIST

Your jump bag list is for grab-and-go responses (i.e., when you need 
to respond to a breach quickly). This list should include overall 
responses and actions that employees need to take immediately 
after a breach. Your list will keep your plan organized and prevent 
mistakes caused by panic.

Here are some things to include in your jump bag:

• Incident handler’s journal to document the incident 
(e.g., who, what, where, when, why)

• Incident response team contact list

• USB hard drives and write-blockers

• USB multi-hub

• Flashlight, pens, and notebooks

• All of your documented lists

• USB and DVD-ROM containing bootable versions  
of your OS

• Computer and network tool kit

• Hard duplicators with write-block capabilities

• Forensic tools and software (if you decide to use  
in-house forensic investigations resources)



SECURITY POLICY REVIEW LIST

Your security policy review list deals with your response to a breach 
and its aftermath. This list helps you analyze the breach and shows 
you what changes need to be made.

Your security policy review list should include 
documentation of the following things:

• When the breach was detected, by whom, and through 
what method

• Scope of the incident and affected systems

• Data that was put at risk

• How the breach was contained and eradicated

• Work performed or changes made to systems  
during recovery

• Areas where the incident response plan was effective

• Areas that need improvement (e.g., which security 
controls failed, necessary security awareness 
program changes)

 
The purpose of this list is to document the entire incident, what was 
done, what worked, what didn’t, and what was learned.  

You should look at where your security 
controls failed and how to improve them.
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Develop Your Incident Response Plan

Develop Your Incident  
Response Plan

Developing an incident response plan will help your organization 
handle a data breach quickly and efficiently while minimizing 
possible damage. This section will help you create your own incident 
response plan.

STEP 1: IDENTIFY AND PRIORITIZE ASSETS

Start off by identifying and documenting where your organization 
keeps its crucial data assets (which should also be included in your 
risk analysis). You should assess what data would cause your orga-
nization to suffer heavy losses if it was stolen or damaged.

After identifying critical assets, prioritize them based on importance 
and highest risk, quantifying your asset values. This will help justify 
your security budget and show management what needs to be 
protected and why it’s essential to do so.

STEP 2: IDENTIFY POTENTIAL RISKS

Determine what risks (the likelihood a threat will trigger or exploit 
a vulnerability and the resulting impact on an organization) and 
attacks are the greatest current threats against your systems. Your 
risk analysis should contain this information. Keep in mind that 
these will be different for every organization.

For organizations that process data online, improper coding could 
be their biggest risk. For healthcare organizations that offer Wi-Fi 
to their customers, their biggest risk may be Internet access. Other 
organizations may place a higher focus on ensuring physical security, 
while others may focus on securing their remote access applications.

Here are examples of a few possible risks:

• External or removable media: Executed from 
removable media (e.g., flash drive, CD)

• Attrition: Employs brute force methods (e.g., DDoS, 
password cracking)

• Web: Executed from a site or web-based app (e.g., 
drive-by download)

• Email security: Executed via email message or 
attachment (e.g., malware, ransomware)

• Impersonation: Replacement of something benign with 
something malicious (e.g., SQL injection attacks, rogue 
wireless access points)

• Loss or theft: Loss or theft of computing device or 
media (e.g., laptop, smartphone)
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STEP 3: ESTABLISH PROCEDURES

If you don’t have established procedures, an employee may  
make detrimental security errors that could potentially  
damage your organization.

Your data breach policies and procedures should include:

• A baseline of normal activity to help identify breaches

• How to identify and contain a breach

• How to record information on the breach

• Notification and communications plan

• Defense approach

• Employee training

 
Over time, you’ll need to adjust your policies according to your or-
ganization’s needs. Some organizations might require a more robust 
notification and communications plan, while others might need help 
from outside resources.

In any case, all organizations need to focus on employee training 
and security awareness. Training should be performed during new 
hire onboarding, as well as annual refresher training. Ideally, this 
training will be targeted to specific work classifications, especially 
different training for executives.

STEP 4: SET UP A RESPONSE TEAM

Organize an incident response team that coordinates your organi-
zation’s actions after discovering a data breach. Your team’s goal 
should be to coordinate resources during a security incident to 
minimize impact and restore operations as quickly as possible.

Some of the necessary team roles are:

• Team leader

• Lead investigator

• Communications leader

• Senior business leader

• IT director

• Public relations

• Documentations and timeline leader

• Human resources

• Legal representative

• Breach response experts

 
Make sure your response team covers all aspects of your organiza-
tion and that they understand their particular roles in the incident 
response plan. Each team member will bring a unique perspective 
to the table with a specific responsibility to manage the crisis.

https://www.securitymetrics.com/hipaa-policies
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Develop Your Incident Response Plan

STEP 5: SELL THE PLAN

Your incident response team won’t be effective without proper 
support and resources to follow your plan.

Security is not a bottom-up process. Management at the highest 
level (e.g., CEO, VP, CTO) must understand that security policies–
especially your incident response plan–must be implemented from 
the top and be pushed down. This is true for organizations of any 
size, from dentist offices to multi-wing hospitals.

For larger organizations, executives need to be on board with your 
incident response plan. For smaller organizations, management 
needs to be ready for additional funding and resources dedicated to 
incident response.

When presenting your incident response plan, focus on how your 
plan will protect your patients’ data and benefit your organization.

The more effectively you present your goals, 
the easier it will be to obtain necessary 
funding to create, practice, and execute your 
incident response plan.

STEP 6: TRAIN YOUR STAFF

Just having an incident response plan isn’t enough. Employees 
need to be properly trained on your incident response plan and 
know what they’re expected to do in a data breach’s aftermath.

The regular routine of work makes it easy for 
employees to forget crucial security lessons 
and best practices.

Employees also need to understand their role in maintaining 
organizational security. To help them understand their responsibil-
ities, regularly train employees on how to identify attacks, such as 
phishing emails, spear phishing, and social engineering attacks.

Test your employees through tabletop exercises (i.e., simulated, 
real-world situations led by a facilitator). Tabletop exercises play a 
vital role in your staff’s preparation for a data breach.

These exercises help familiarize your employees with their 
particular incident response roles by testing them through a 
potential hacking scenario.

After testing your employees, you can identify and address weaknesses 
in the incident response plan and help your staff see where they can 
improve, with no actual risk to your organization’s assets.

https://www.securitymetrics.com/hipaa-training
https://www.securitymetrics.com/hipaa-training
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Test Your Incident  
Response Plan

To help staff, regularly test their reactions through real-life simulations, 
also known as tabletop exercises. Tabletop exercises allow employees 
to learn about and practice their incident response roles when nothing 
is at stake, which can help you and your staff discover gaps in your 
incident response plan (e.g., communication issues).

An incident response plan is only useful if it’s properly established 
and followed by employees.

TYPES OF TABLETOP EXERCISES

DISCUSSION-BASED EXERCISE

In discussion-based tabletop exercises, you and your staff discuss 
response roles in hypothetical situations.

A discussion-based tabletop exercise is a great starting point 
because it doesn’t require extensive preparation or resources, but 
this exercise still tests your team’s response to real-life scenarios 
without risk to your organization. However, this exercise doesn’t fully 
test your incident response plan or your team’s response roles.

SIMULATION EXERCISE

In a simulation exercise, your team tests their incident responses in 
a live walk-through test that has been highly planned and choreo-
graphed.This type of exercise allows participants to experience how 
events actually happen, highlighting where your team can better 
understand their roles. Simulation exercises can require quite a 
bit of time to plan and coordinate, while still not fully testing your 
team’s capabilities.

PARALLEL TESTING

In parallel testing, your incident response team tests their incident 
response roles in a test environment.

Parallel testing is the most realistic simulation possible and 
provides your team with the best feedback about their roles. Parallel 
testing is more expensive and requires more time planning than 
other tabletop exercise types because you need to simulate an 
actual production environment (e.g., systems, networks).
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CONDUCT A TABLETOP EXERCISE

Before conducting a tabletop exercise, determine your 
organization’s needs by asking:

• Has your incident response team received adequate 
training about their roles and responsibilities?

• When did you last conduct a tabletop exercise?

• Have there been any recent organizational changes that 
might affect your incident response plan?

• Has there been any recent guidance or legislation that 
might impact your incident response plan?

 
Next, design your tabletop exercise around an incident response 
plan topic that you want to test. Identify any desired learning 
objectives and outcomes. From there, create and coordinate with 
your tabletop exercise staff (e.g., facilitator, participants, data 
collector) to schedule your tabletop exercise.

When designing your tabletop exercise, prepare the following 
exercise information in advance:

• A facilitator guide that documents your tabletop exercise’s 
purpose, scope, objective, and scenario, including a list of 
questions to address your exercise’s objectives.

• A participant briefing that includes the tabletop exercise 
agenda and logistics information.

• A participant guide that includes the same information as 
the facilitator guide, except it either doesn’t include any 
of the questions or includes a shorter list of questions 
specifically designed to prepare participants.

• An after-action report that documents the evaluations, 
observations, and lessons learned from your tabletop 
exercise staff.

After conducting a tabletop exercise, set up a debrief meeting 
to discuss incident response successes and weaknesses. Your 
team’s input will help you know where and how to make necessary 
revisions to your incident response plan and training processes.
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HOW OFTEN ORGANIZATIONS REVIEW INCIDENT 
RESPONSE PLAN POLICIES

Organizations should regularly review and update their incident 
response plan.
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Privacy Rule Introduction

When it comes to the HIPAA Privacy Rule, healthcare organizations 
often think they have everything covered. For the most part, this 
is true. You likely have your privacy practices posted throughout 
your workplace, and there are usually limited instances where 
employees leak PHI to the public (such as in football star Jason 
Pierre-Paul’s case).24

However, if organizations intentionally obtain or disclose PHI 
in violation of the HIPAA Privacy Rule, they may be fined up to 
$50,000 per incident and receive up to one year in prison. But if the 
HIPAA Privacy Rule is violated with the intent to sell, transfer, or use 
patient data for commercial advantage, personal gain, or malicious 
harm, the penalties can be increased to a $250,000 fine and up to 
ten years in prison.3

For example, here are some common HIPAA Privacy Rule violations:

• Employees post PHI on social media: Employees should 
never post patient photos or any patient information on any 
social media platform (e.g., Twitter, Facebook, LinkedIn).

• Employees illegally access PHI: Employees should not 
be able to access PHI that they don’t need for patient care 
(e.g., accessing celebrity PHI).

With all the financial consequences and prevalence of HIPAA 
violations, you need to make sure you have adequate HIPAA Privacy 
Rule policies and procedures in place and that all relevant staff 
members are trained to follow your policies and procedures.

The Privacy Rule addresses appropriate PHI use and disclosure 
practices for healthcare organizations, as well as defines the 
right for individuals to understand, access, and regulate how their 
medical information is used.

The HIPAA Privacy Rule:

• Clarifies and supports patient rights

• Spells out administrative responsibilities

• Discusses the need for and implementation of privacy 
policies and procedures

• Details permissible uses and disclosures of patient data

• Discusses written agreements between covered 
entities and business associates

• Describes covered entity responsibilities to train 
workforce members and implement requirements 
regarding their use and disclosure of PHI

https://www.securitymetrics.com/blog/how-hipaa-violation-may-have-ruined-football-stars-career
https://www.securitymetrics.com/blog/how-hipaa-violation-may-have-ruined-football-stars-career
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
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HEALTHCARE RECORD SETS

In healthcare, there are two basic types of patient records: 
designated record sets and legal health records. While these two 
record sets are fairly similar and often contain identical information, 
there are slight differences.

DESIGNATED RECORDS

Designated records are medical and/or billing records that are 
maintained by or for a covered entity. These records are often used 
in part or in whole to make patient care decisions.

Designated record sets are:

• Supportive of an individual’s right of access

• Any PHI stored in any collected medium

• Directly used in documenting healthcare status

• Often housed in multiple systems and/or networks

• Generally broader and more encompassing than legal 
health records

 
Designated record sets should also include information about: 
amendments, restrictions, and authorized access to patient data.

LEGAL HEALTH RECORDS

Legal health records are the official business and legal records 
for an organization, and they contain information about services 
provided by a healthcare provider to a patient.

Legal health records can and often do include similar PHI as the 
designated record set, though legal health records are used for 
different purposes. Specifically, legal health records are used to 
document and defend an organization’s care decisions.

Legal health records are often used for the following 
additional purposes:

• Assist with and inform an organization’s internal 
business decisions (e.g., administrative decisions, 
employee training)

• Support decisions that were made in a patient’s care

• Support revenue sought for third-party payers

• Legally document the services and treatment provided to 
patients (e.g., patient’s condition, caregiver’s decisions)
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USES AND DISCLOSURES OF PHI BASICS

Before sharing patient data, make sure you have thorough policies and 
procedures established on how you are allowed to use and disclose 
patient data. For example, you are required to disclose PHI in the 
following instances: individuals (or their representatives) request this 
information or HHS undertakes a compliance investigation or review.

You are allowed (though not required) to use and disclose 
PHI without an individual’s authorization under the following 
situations:

• PHI is disclosed to the patient

• PHI is used for treatment, payment,  
or healthcare operations

• PHI is incidentally used and disclosed (e.g., lobby 
communication with patients during emergency situations)

• PHI is used or disclosed for the 12 national  
priority purposes:

1. Required by law

2. Public health activities

3. Victims of abuse, neglect, or domestic violence

4. Health oversight activities

5. Judicial and administrative proceedings

6. Law enforcement purposes

7. Decedents

8. Cadaveric organ, eye, or tissue donation

9. Research

10. Serious threat to health or safety

11. Essential government functions

12. Workers’ compensation 

However, there are several exceptions to this rule. For example, 
organizations can use or disclose patient data for research purposes 
without patient authorization, if organizations follow approved 
research procedures.

Also, you typically must receive patient authorization to use and 
disclose PHI for marketing purposes, unless it fits within HIPAA-
allowed use and disclosure exceptions.25

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/permitted-uses/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/permitted-uses/index.html
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AUTHORIZATION REQUIRED

Types of disclosures that require patient authorization are:

• Psychotherapy notes (unless for treatment, payment,  
or healthcare operations)

• Marketing (except for face-to-face communications)

• Sale of PHI

• Any other type of disclosure that is not incidental, for 
treatment, payment, healthcare operations, public health 
activities, to the Secretary of HHS, or required by law

Although an individual can authorize the release of PHI for any 
reason, organizations should not establish normal business 
practices that require an individual’s authorization. Organizations 
may not require a patient to sign authorizations as a condition of:

• Treatment (unless the treatment is creating PHI required  
by an authorized third party, such as court requests)

• Payment

• Enrollment in a health plan (unless the request is 
made prior to enrollment and is for underwriting or risk 
determination, not use of psychotherapy notes)

• Eligibility of benefits 

Individuals can revoke authorizations in writing at any time. 
However, if a covered entity has already released information based 
on the original authorization, the revocation wouldn’t apply.

Also, if the original authorization was obtained as a condition of gaining 
insurance, revocation wouldn’t be possible because the insurer has a 
right to use this information to contest a claim or the policy.

An authorization to release PHI must contain the following information:

• A description identifying the specific information to be used

• Employees’ names (or job roles) authorized to make  
the disclosure

• Individual’s name or organization to whom the disclosure 
is being made

• A description of each purpose for the disclosure

• An expiration date relating to the individual’s or 
disclosure’s purpose

• An individual’s signature and signature date
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MARKETING

If you use and/or disclose patient data for marketing purposes, 
you need to gain patient authorization. HIPAA defines marketing 
as “communication about a product or service that encourages 
recipients of the communication to purchase or use the product 
or service.”26

There are a few exceptions to this rule:

• Refill reminders or information about a prescribed drug

• Treatment by healthcare providers (e.g., alternative 
treatments, therapies, providers, settings of care)

• Health-related product or service provided by or part of a 
benefits plan (e.g., participating in a health plan or network, 
enhancing current health plan or network)

• Case management or care coordination

If financial payment is received from a third party for making the 
communication, then patients need to give authorization to contact 
or market to them (with the exception of refill reminders and if 
payment only covers communication costs).

If a third party is involved with financial payment, your authorization 
must say so.

OPPORTUNITY TO AGREE  
OR OBJECT REQUIRED

Patients must be notified about your intent to use PHI in directory 
information, and they must be given an opportunity to object to 
being part of the directory.

Notification should happen at first encounter, as well as be inside of 
your Notice of Privacy Practices (NPP). Include what information will 
be kept and to whom it can be disclosed.

Example directory information:

• Name

• Location within the facility

• Condition in general terms that doesn’t relay specific 
medical information

• Religious affiliation

 
In emergency circumstances, the opportunity for patients to object 
can be bypassed, but only if it follows and is consistent with a 
previously expressed permission or is in the patient’s best interest 
(which is determined by their healthcare provider).

Directory information can be disclosed to clergy members or other 
individuals who ask for the patient by name.

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/marketing/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/marketing/index.html
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OPPORTUNITY TO AGREE OR 
OBJECT NOT REQUIRED

Types of uses and disclosures that don’t require an 
opportunity to agree or object:

• Uses and disclosures required by law

• Public health activities

• About victims of abuse or neglect (or any crime)

• Health oversight activities

• Judicial and administrative proceedings (e.g., court 
orders, subpoenas, discovery requests, other lawful 
orders)

• Law enforcement purposes (e.g., as required by law, 
court order, warrant, subpoena/grand jury subpoena, 
administrative request)

• Correctional institutions

• National security and intelligence activities

• To avert a serious threat to health or safety

• Government programs providing public benefits

• Workers compensation

• Identification or location purposes (though limited 
amount of information applies)

• Decedents (e.g., for coroners, medical examiners, 
funeral home directors, or organ donations)

• Research purposes

FOR RESEARCH

Unlike other purposes for patient data usage, patient data can be used 
or disclosed without patient authorization if it’s for research purposes.

However, if you disclose patient data without authorization, you must 
follow the Institutional Review Board (IRB) or Privacy Board Waiver 
conditions, which dictate research committees and how research 
can be performed.27

With 16 different regulatory codes defining proper IRB establish-
ment, compliance to the IRB standards can be tricky. 

First, make sure that your IRB has at least 5 research members 
from a variety of professional backgrounds, which allows for 
adequate review of the research activities. Specifically, one 
member’s primary concern should be in scientific areas, another in 
non-scientific areas, and another should not be affiliated with the 
organization (nor be a family member of a person connected with 
the organization).

Board members should be knowledgeable with:

• Institutional commitments

• Regulations

• Applicable law

• Standards of professional conduct and practice

To meet the waiver requirements for authorization, follow all IRB 
requirements. For example, you need to document the IRB and the 
date when the waiver was approved. Include a brief description of 
the PHI that is necessary. You also need a statement that the waiver 
meets the requirements in this section.

https://www.hhs.gov/ohrp/register-irbs-and-obtain-fwas/irb-registration/index.html
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The use or disclosure of PHI involves no more than minimal risk to 
an individual, including:

• A plan to protect identifiers from improper use or disclosure

• A plan to destroy identifiers (unless there’s a health, 
research, or legal justification for data retention)

• Written assurances that PHI will not be re-used or 
disclosed, unless required by law

• The research couldn’t be feasibly conducted without the waiver

• The research couldn’t be feasibly conducted without access 
to and use of PHI

Your waiver should also include a statement that the waiver has 
been approved under normal or expedited procedures, including the 
signature of the IRB chair (or a chair-designated member).

Before starting research, the researcher must clarify either orally or 
in writing that PHI is only to establish a research protocol and that 
PHI will not be removed from the CE disclosure.

If you use research on deceased individuals, the researcher 
must explain orally or in writing that PHI is only for research on 
deceased individuals and necessary for their research. Covered 
entities can ask researchers to provide information about the 
individual and how they died.

PHI should be part of a limited data set with a proper data use 
agreement set in place. However, PHI can also be disclosed for 
research purposes with patient authorization.

USE AND DISCLOSURE RESTRICTIONS

Organizations aren’t allowed to use or disclose patient data outside 
of what is permitted or required. However, there are also specific 
instances where you are not allowed to use or disclose patient data.

First, you are not allowed to sell patient data, unless complying with 
requirement §164.508(a)(4).20 The sale of patient data means PHI 
disclosure by a covered entity or business associate, where they 
directly or indirectly receive compensation from or on behalf of 
whoever received the PHI.

Selling PHI does not include disclosure when used under 
the following example circumstances:

• For public health purposes

• For research purposes (where compensation is a 
reasonable fee that covers the cost of PHI preparation 
and transmission)

• For treatment and payment purposes

• For the sale, transfer, merger, or consolidation of all or 
part of a covered entity

• To or by a business associate for services undertaken 
on behalf of a covered entity

• To an individual

• When required by law

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164#164.508
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Additionally, you aren’t allowed to use or disclose genetic 
information for underwriting purposes (regarding a health plan) 
unless this information will help determine:

• Benefits, coverage, or deductible changes (e.g., deductible 
changes by completing a health risk assessment)

• Premium or contribution amounts (e.g., discounts for 
activities participating in a wellness program)

• Application of pre-existing condition exclusion

• Other activities related to the creation, renewal, or 
replacement of health insurance or benefits

FUNDRAISING

Using or disclosing patient data for fundraising purposes requires 
patient notification and allowing them an opportunity to object. Your 
notification must be included in your NPP.

All communication must provide individuals with an opportunity to 
object, with objections not causing individuals undue burden or cost.

Covered entities may not condition treatment or payment on the 
decision to agree or object to the communications. An individu-
al’s decision to object must be honored, but you are allowed to let 
individuals opt back into fundraising.

A covered entity can use or disclose the following information to 
a business associate (or similar organization) to raise funds for its 
own benefit:

• Patient demographic information (e.g., name, address, 
contact info, age, gender, birth date)

• Dates of healthcare provided

• Department of service

• Treating physician

• Outcome information

• Health insurance status

When using or disclosing PHI for fundraising 
purposes, individuals must be allowed an 
opportunity to object.
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MINIMUM NECESSARY

A large part of the Privacy Rule discusses minimum necessary 
requirements, which states that only those who need to access 
PHI to do their jobs should get to access PHI, and unless you have 
a specific need for the information, access must be restricted.28 For 
example, a receptionist likely doesn’t need to see the X-rays of a 
patient to do their job.

LIMIT ACCESS TO PHI

HHS states “if a hospital employee is allowed to have routine, 
unimpeded access to patients’ medical records, where such access 
is not necessary for the hospital employee to do his job, the hospital 
is not applying the minimum necessary standard.”29

It’s a covered entity’s responsibility to limit who within an organi-
zation has access to each specific part or component of PHI. The 
easiest way to take charge of the data is by creating individual user 
accounts on a network. In the ideal scenario, each user account in 
a network, EHR/EMR system, or computer system, would be given 
certain privileges based on the users’ jobs and roles.

For example, a doctor’s privilege would allow them access to all PHI 
in their patient database because they need it to do their job, while 
an IT administrator would have restricted access to PHI because 
they’re not involved with patient care.

The minimum necessary requirement also applies to the information 
shared externally with third parties and subcontractors.

Business associates often think their covered entity holds the sole 
responsibility of deciding how much data they receive. This is not 
the case. Both business associates and covered entities have a 
minimum necessary responsibility under HIPAA requirements.

Business associates should only accept and 
use the minimum amount of data necessary.

That means you can be fined by HHS for misapplying (or completely 
disregarding) the minimum necessary requirement. For example, if 
you receive or demand more data than is necessary from covered 
entities, you could be fined for ignoring the rules.

To avoid these issues, covered entities and business associates 
should assess their responsibilities concerning minimum necessary 
data accordingly:

• Covered entity responsibility: Determine what data is the 
minimum necessary to send and then only send that data 
and nothing else.

• Business associate responsibility: Only accept and use 
the minimum necessary data, but if you receive too much 
data, let your CE know what data you need and can accept.

On the other hand, minimum necessary doesn’t apply in the 
following circumstances:

• Disclosure to or request(s) made by a healthcare 
provider for treatment

• Uses or disclosures made to the patient

• Uses or disclosures that a patient has authorized

• Disclosures made to the Secretary of HHS

• Uses or disclosures made to the HHS Secretary by law

• Uses or disclosures required by other HIPAA 
regulations

 
By limiting PHI access to the smallest number of individuals possible, 
the likelihood of a breach or HIPAA violation decreases significantly.

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/minimum-necessary-requirement/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/minimum-necessary-requirement/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/incidental-uses-and-disclosures/index.html
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Minimum Necessary  
Best Practices

BEN CHRISTENSEN
SecurityMetrics Senior Security Analyst  
CISSP | CISA | QSA

The minimum necessary requirement is a key part of the HIPAA 
Privacy Rule. The goal of this requirement isn’t to encourage organi-
zations to perform the minimum necessary, but rather for organiza-
tions to only use and disclose the minimum amount of PHI necessary.

Once, while discussing what PHI a dental care facility needed to 
perform their functions, it became obvious that they did not need 
any PHI. I asked them what data they collected and was shown a 
form requesting very basic information–none of which was PHI. 
But then they proceeded to show me several prescriptions from 
different offices, many of which included full names, photos with 
full names, and many other personal details about the patient. The 
dentists sending prescriptions from other offices were divulging 
their secret recipes to the dental care facility who did not need it.

This experience highlights the need to only provide the minimum 
amount of necessary information to another organization. These 
same principles should be applied within the organization as well. 
Do the front desk staff require full access to patient histories? Does 
PHI need to be placed on an office-wide file share? If you aren’t sure 
where to start here, eliminate all access to patient data and then 
grant access to PHI as needs arrive. It is all too common for us as 
auditors to see a one-size-fits-all mentality where staff all share the 
same access.

Also, consider whether or not you need to collect and store the PHI 
you are collecting from patients. Some common examples of data 
collected from patients that may not be necessary include Social 
Security Numbers, email addresses, physical addresses, pictures of 
the patient, and telephone numbers. These are important questions 
every organization must ask, then act on to mitigate unnecessary risk.

AUDITOR’S PERSPECTIVE

“Organizations should only use 
and disclose the minimum 
amount of PHI necessary.”
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DE-IDENTIFICATION BASICS

If you need to use patient data for research, public health, and/
or healthcare operations (e.g., comparative effectiveness studies, 
policies, assessments), make sure you properly de-identify PHI. 
Specifically, you need to make sure to remove all information that 
could identify an individual, such as: 

• Names

• Geographic information (e.g., address, city, county,  
zip code, precinct)

• Dates related to an individual (e.g., birth date, admission 
date, discharge date, death date, all ages over 89)

• Phone number

• Fax number

• Email

• Social Security number (SSN)

• Medical record number

• Health plan beneficiary number

• Account numbers

• Certificate/license numbers

• VIN and license plate numbers

• Device IDs and serial numbers

• URLs

• IP address

• Biometric identifiers

• Full face photos and comparable images

• Any other unique number, characteristic, or code

Once PHI has been adequately de-identified, it’s no longer protected 
by the Privacy Rule. This means that you can disclose this 
information to anyone without authorization. 

When using or disclosing de-identified PHI (or 
limited data sets), don’t share codes or other 
data that can be used to identify a patient.

However, codes and other data used to re-identify coded or de-iden-
tified PHI are considered PHI if disclosed. But these codes are 
not considered PHI if they’re not related to and cannot be used to 
identify patients without an appropriate mechanism (which cannot 
be disclosed).

You can also use a limited data set without patient authorization for 
the following purposes: healthcare operations, research, and public 
health. A limited data set is similar to de-identified data, except that 
a limited data set can exclude the following information:

• Geographic subdivisions smaller than a state

• Elements of date except for year (e.g., birth date, admission 
date, death date, discharge date)

• Ages over 89 and dates indicative of such age

• Other unique identifying numbers, characteristics, or codes
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If you disclose the limited data set outside of your organization, 
make sure to have a data use agreement in place with the organiza-
tion receiving this data. Your data use agreement must include:

• Permissible uses and disclosures

• Authorized parties/organizations

• Duty to safeguard PHI

• Duty to report security incidents/impermissible disclosures

• Agreement to not identify or contact the individuals 
referred to in the data

If this outside organization is one of your business associates, then 
your business associate agreement can be used as a data use 
agreement.

DATA RETENTION POLICY

In addition to knowing how you can use and disclose data, make 
sure your organization implements a data retention policy. Start 
by deciding how long data needs to be kept and when it should be 
deleted. Specifically, you need to determine how long data needs to 
be stored for regulatory purposes.

§164.530(j) states, “A covered entity must retain the documentation 
. . . for six years from the date of its creation or the date when it last 
was in effect, whichever is later.”30

Reading the regulation with a security analyst’s eye shows that the 
documentation to be retained includes policies, procedures, audit 
logs, and other security control documentation that demonstrates 
the secure state of the organization for a six-year time period.

State laws govern how long medical records themselves are to 
be retained and range between five and ten years. Organizations 
should find out what that time requirement is and develop a data 
destruction policy from there. As long as you retain PHI, you are 
responsible for protecting it for 50 years after the patient has died. 

As previously mentioned, permanently destroying electronic data 
may require a few different techniques, depending on how you want 
it done and whether you want to reuse the media on which the data 
is stored. 

Here are a few techniques to securely delete your data:

Overwriting
• Overwriting data runs over the data with a sequence of 1’s. 

Other methods use a different set of binary sequences to 
ensure all the data has been overwritten. But there still 
could be some type of recoverable data on the media, so 
this method is not the most secure.

Degaussing
• This method is useful if you have magnet tapes and hard 

drives. Degaussing uses a powerful magnet to erase data 
on magnetic media. This method is particularly helpful if 
you want to reuse the media.

Physical Destruction
• This is one of the most secure methods to permanently 

delete data. If you don’t plan to use the media again, it’s 
highly recommended you physically destroy it.  
 
Some types of media require physical destruction for secure 
data deletion. Solid state drives (SSD) and optical media like 
DVDs and CDs generally must be destroyed physically.

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164#164.530
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Implement Privacy  
Rule Policies

Compliance with the Privacy Rule might seem easy for healthcare 
organizations, but HIPAA Privacy Rule requirements cover various 
policies and procedures that may take up an entire shelf or filing 
cabinet, if not more.

To maintain HIPAA compliance, regularly update 
your policy and procedure documentation and 
ensure employees receive proper training.

Policies and procedures aren’t just paperwork. They outline in 
writing what you promise to do to protect your patients’ privacy and 
medical data. In addition to having written policies, make sure that 
your policies and procedures are frequently updated and stored in a 
place where they can be easily disseminated to your staff.

Though there are numerous HIPAA Privacy Rule policies, 
make sure to include the following policies:

• Notice of Privacy Practices (NPP)

• Accounting of disclosures

• Amending patient records

• Patient complaints

• Business associate agreements

NOTICE OF PRIVACY PRACTICES

Most healthcare professionals are familiar with NPPs as being part 
of HIPAA. Most patients have seen them, and most covered entities 
have them in place and know what they’re used for. But the most 
common errors in NPPs are updating how an organization deals with 
a refusal to acknowledge receipt of privacy practices by a patient 
and making sure all foreign language versions (e.g., Spanish NPPs) 
are up to date.

NPPs are legal documents and are commonly created by organiza-
tions other than the entities themselves. NPPs are usually provided 
to healthcare organizations by insurance companies, malpractice 
attorneys, or sometimes a healthcare association. While there is 
nothing wrong with having NPPs supplied by external parties, they 
do need to accurately reflect your privacy practices and be updated 
when legal changes occur.

An example of why you need to regularly update your NPPs would 
be the change to requirements for uses of PHI for marketing 
purposes that the Omnibus Rule introduced in 2013.31 Some NPPs 
created before 2013 have marketing disclosure practices that would 
now be a violation of the new requirements.

All NPPs need to be displayed in a prominent location at your 
organization where a patient would encounter them. If you own a 
website, it must be published there as well. NPPs must be provided 
to the patient at their first encounter and an attempt to have the 
patient sign an acknowledgment of receipt form must be made.

https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/combined-regulation-text/omnibus-hipaa-rulemaking/index.html?language=en
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A patient is not required to sign the acknowledgment form or 
waive any right under the Privacy Rule. If a patient refuses to sign, 
they cannot be denied any service or receive any retaliation as a 
result of their refusal to sign. When a patient refuses to sign, docu-
mentation should show that an attempt was made and the reason 
it was not accepted.

NPPs must include how your organization intends to use and 
disclose PHI, what the individual’s information rights are, and 
how the individual can exercise their rights, including how to file 
a complaint to your organization or the Secretary of HHS. NPPs 
should include what your legal duties are regarding this information, 
including a statement that your organization is legally required 
to protect the privacy of the information. NPPs must also contain 
contact information (e.g., phone number) for your Privacy Officer.

ACCOUNTING OF DISCLOSURES

Patients can request an accounting of your disclosures of 
their PHI made in the last 6 years. They can receive one free 
accounting in a 12-month period. After this request, you can 
charge patients a fee based on the cost of time and material  
used to provide this accounting.32

You need to provide this information within 60 days of the request, 
unless you receive a 30-day extension by providing patients a written 
statement explaining your reasons for the delay and when they will 
receive your disclosure information.

Your accounting of disclosures must include the following information:

• Date of disclosure

• Frequency or number of disclosures made

• Name and address of entity or person who received the PHI

• Description of the PHI disclosed

• Statement describing the purpose of the disclosure

If PHI disclosures were made for research purposes (involving 
data from more than 50 individuals), make sure to include the 
following information:27

• Name of research activity

• Description of the research’s purpose and criteria used for 
selecting records

• Description of the PHI disclosed

• Date of disclosure period

• Name, address, and phone number of organization that 
sponsored the research

• Statement that an individual’s PHI may or may not have been 
disclosed for a particular protocol or other research activity

However, covered entities don’t have to provide an accounting of 
disclosures when healthcare practices or information:

• Did not require specific notification, authorization, or  
an opportunity to object (e.g., treatment, payment, 
healthcare operations)

• Was sent to the patient

• Was sent to business associates

• Received formal authorization from the patient
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AMENDING PATIENT RECORDS

Though patient records cannot have information removed, patients 
can request to make amendments to their healthcare records. 
These amendments can offer further explanation, clarification, or 
revision of health information.

If a patient requests an amendment, the covered entity should have 
the patient fill out forms that include the following:

• What dates need to be amended

• What information is incorrect or incomplete

• What is the reason for requesting the amendment

• What should the information be amended to contain/look like

• Authorization for the covered entity to notify individuals 
that the patient wants to be notified

Covered entities have 60 days from receiving a patient’s request 
to take action, unless they receive a 30-day extension by providing 
written notice to the individual detailing your reason for the delay 
and the date on which they will take action.32 On request of a patient, 
covered entities might also be contacted by other covered entities to 
amend patient records.

Whether or not you amend patient records 
upon request, inform the patient about your 
decision in a timely manner.

A covered entity can deny a patient’s request to amend health 
information for several reasons. For instance, covered entities can 
deny a request if the record: is not part of the Designated Record 
Set, was not created by the covered entity, is not part of their access 
rights under HIPAA requirement §164.524, or is reviewed and 
determined to be accurate and complete.33

If you deny the request to amend a patient’s 
record, you must inform the patient that their 
amendment was denied and why you denied 
their request.

If a covered entity gives approval to amend a patient’s record, they 
need to put this amendment in the patient’s record, or at least 
reference a link to this amendment. Make sure to notify the patient, 
anyone the patient requests to be notified, and anyone who would 
need to know about the information to ensure the patient is not 
negatively affected.

Patients also need to know that they can submit a written statement 
if they disagree with a denial and have this statement included in 
their record. If they choose not to submit a statement of disagree-
ment, their request for amendment and subsequent denial will still 
be included in their record.

Make sure to also inform patients on how to 
file a complaint.

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
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PATIENT COMPLAINTS

Patients (and any person on behalf of a patient) have the right to file 
a complaint if they believe their rights and information have been 
violated or breached in any way. They can choose to file a complaint 
with the covered entity directly and/or with the Secretary of HHS.

COMPLAINTS TO THE COVERED ENTITY

If a patient files a complaint with the covered entity, the covered 
entity must have the following information in place about how to file 
a complaint:

• A notice in their NPP about a patient’s rights to file a complaint

• Contact information for the person with whom to file  
a complaint

• Information on how to file a complaint when requested  
by a patient

While the covered entity has no obligation to investigate any 
complaints, especially within a specific time frame, it’s in your best 
interest to do so to avoid a complaint with HHS and for patient 
satisfaction and trust. Covered entities must also document all 
complaints received and their response to complaints.

Covered entities are not allowed to intimidate or retaliate against a 
patient that files a complaint with either the covered entity or HHS.

When complaints are filed to the covered entity, patients don’t have 
to file a complaint in any specific time frame.

COMPLAINTS WITH HHS/OCR

If patients file a complaint with HHS/OCR, their complaints must 
be written within 180 days of the violation or when the patient 
reasonably should have known about the violation. In this complaint, 
patients must include the name of the complaint’s subject and a 
description of the violation. Patients should use the online OCR 
complaint tool.

HHS will conduct a preliminary investigation of ALL complaints. Once 
a complaint is determined as valid, they will conduct a further investi-
gation, which might lead to an audit (e.g., desk audit, onsite audit).
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BUSINESS ASSOCIATE AGREEMENT

BUSINESS ASSOCIATE AGREEMENT BEST PRACTICES

After the 2013 HIPAA Final Omnibus Rule, HIPAA compliance for 
both covered entities and business associates has become an even 
more important priority.30 The HIPAA Final Omnibus Rule requires 
covered entities to implement or update a business associate 
agreement (BAA) when the business associate creates, receives, 
maintains, or transmits electronic patient information.

In these new or revised BAAs, covered entities, business associates, 
and subcontractors agree to share responsibility for patient data 
protection and breach notification. Here are a few examples of what 
should be included in your business associate agreement:

• A minimum necessary policy: Business associates should 
not use more data than necessary.

• Business associate’s permitted use of PHI: PHI should 
only be used to perform services for a covered entity, 
unless assurances of confidentiality are obtained or 
required by law.

• Prohibited use of PHI: PHI expressly permitted may 
be used by the business associate, but PHI expressly 
prohibited cannot be used by the business associate.

• Covered entity’s responsibility: Covered entities should 
give business associates their current NPPs.

• Appropriate safeguards to protect PHI: Establish and 
clarify security practices to best secure PHI.

• Breach reporting: Business associates need to notify 
affected covered entities immediately after discovering a 
data breach.

• Termination provisions: Conditions for termination and 
policies on how PHI should be protected, returned, and/or 
destroyed upon termination of contract.

Additionally, HHS has made it clear that covered entities must 
obtain satisfactory assurance that each business associate 
safeguards patient data it receives or creates on behalf of a 
covered entity.

Covered entities must ensure their business 
associate(s) comply with the terms of their BAA.

Whether compromised from within your system or a business 
associate’s system, your organization can be liable for up to 
$50,000 per violation per day as a result of any breach of patient 
data. These fines are just HHS penalties. This doesn’t include civil 
action, cost of mitigation, or loss of patient trust that may come as 
the result of a data breach.

With these consequences in mind, remember that you should only 
share data with your business associates on a need-to-know basis. 
Regularly validate that they’re handling your patients’ PHI in a HIPAA 
compliant manner. 

Next, covered entities should do all they can to reduce risks by 
implementing a business associate compliance program. Such a 
program should gauge your liability through the documentation of 
what business associates do with your PHI, and then you can help 
them work towards compliance.

CREATE YOUR BUSINESS ASSOCIATE  
COMPLIANCE PROGRAM

Your business associate plan should evaluate all existing 
business associates’ security practices in order to help you 
address high-risk vendors first. Risk and compliance managers 
should design, implement, and monitor a risk evaluation of 
business associate networks.

https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/combined-regulation-text/omnibus-hipaa-rulemaking/index.html?language=en
https://www.securitymetrics.com/blog/hipaa-business-associate-agreement-whos-really-responsible
https://www.securitymetrics.com/blog/5-minimum-necessary-hipaa-phi-tips
https://www.securitymetrics.com/blog/5-minimum-necessary-hipaa-phi-tips
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Implement Privacy Rule Policies

A plan that starts with high-risk business associates and tracks 
related progress will help you prove your effort to address business 
associate compliance if HHS decides to audit your organization.

After determining which business associates to use, make sure 
you have an adequate BAA in place with each business associate. 
Identify all parties (e.g., business associates, subcontractors) that 
still need to comply with your BAA. Work with these business 
entities as they seek compliance with your BAA expectations.

Next, ask your business associates for proof that they’ve 
completed a risk analysis and are up to date with their risk 
management plan. If business associates aren’t making HIPAA 
compliance efforts, either recommend a trusted source to help 
them or stop using their services. 

Patient data is too valuable to deal with 
business associates that choose to ignore 
compliance and security best practices.

Next, classify business associates according to their use of patient 
data. Determine how much liability each business associate holds 
by asking a set of risk-evaluating questions, such as:

• Is a business associate’s internal system connected to 
the Internet? If so, are those external IPs scanned for 
vulnerabilities? Are internal and external penetration 
tests performed?

• How does a business associate obtain PHI from you and 
what data is received?

• What is the quantity of data received?

• How is data stored, protected, backed up, and destroyed by 
a business associate?

After this quick risk snapshot, you will be able to clearly categorize 
individual risk levels that determine which business associates put 

your patient data in the highest risk. Based on the risk ranking from this 
preliminary risk analysis, you can decide how to customize compliance 
measures to help with business associate HIPAA compliance.

Remember that HIPAA regulations require 
you to take action if you know or believe a 
business associate is not acting in a HIPAA-
compliant manner (e.g., stop sending data to 
said business associate).

If a covered entity terminates a business associate contract, a 
business associate needs to follow the termination clause.

A business associate needs to make sure that any PHI they have 
received, created, or maintained is:

• Returned to the covered entity

• Protected by adequate safeguards and security

• Not used or disclosed

• Permanently deleted

HOW OFTEN ORGANIZATIONS REVIEW THEIR BUSINESS 
ASSOCIATE AGREEMENT

Both covered entities and business associates need to regularly review 
their BAA to make sure that each party is complying with the BAA’s 
terms and agreements.

Never
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Don't know
13%

When BAA 
signed/created 

13%
Annually

50%

Monthly
13%
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annually

6%

Graph 30 - How often organizations review their business associate agreement 
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https://www.securitymetrics.com/blog/how-much-does-hipaa-risk-management-plan-cost
https://www.securitymetrics.com/blog/how-much-does-hipaa-risk-management-plan-cost
http://Patient%20data%20is%20too%20valuable%20to%20deal%20with%20business%20associates%20that%20choose%20to%20ignore%20compliance%20and%20security%20best%20practices.
http://Patient%20data%20is%20too%20valuable%20to%20deal%20with%20business%20associates%20that%20choose%20to%20ignore%20compliance%20and%20security%20best%20practices.
http://Patient%20data%20is%20too%20valuable%20to%20deal%20with%20business%20associates%20that%20choose%20to%20ignore%20compliance%20and%20security%20best%20practices.
https://www.securitymetrics.com/penetration-testing
https://www.securitymetrics.com/penetration-testing
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Monitor Your Business  
Associates’ Compliance

BRIAN BUDGE
SecurityMetrics Security Analyst 
CISSP | CISA | QSA | PA-QSA | CISM

Every covered entity that uses business associates is required 
to obtain assurances that their business associates treat patient 
data the way you and HHS require them to. Whether you choose to 
personally audit each business associate or require documented data 
security procedures, take the initiative to secure the future of your 
organization and the safety of patient data.

As your business associates progress towards compliance, track 
their success to ensure an approved level of compliance. As the 
riskiest business associates reach compliance, begin to reach out 
toward medium-risk business associates to start this process with 
them. Don’t forget to reevaluate every business associate’s plan and 
associated vulnerabilities each year.

Remember, sharing data with a business associate can lead to a 
large breach of your patient data. However, most people I speak with 
tell me, “I have BAAs in place, so I don’t need to worry. Even if they 
do end up getting breached, we have airtight agreements removing 
our liability.”

It’s not just about who’s the responsible party. When patient data is 
lost or stolen, your patients (and your organization) could experience 
serious repercussions. Losing community trust can be devastating 
for your organization.

AUDITOR’S PERSPECTIVE

“Sharing patient data with a 
business associate can lead to  
a large data breach. ”
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HIPAA Documentation

If documentation is done correctly, it can create a baseline 
security standard for every process, workforce member, and 
system at your organization.

Without a recorded comparison of last year’s security plan, your 
future efforts become much more difficult.

Here are three reasons to keep proper documentation:

1. Future compliance: If you document your HIPAA 
compliance efforts this year, you’re making next year’s job 
that much easier. This turns into less overall stress for you 
and your team because updating existing documentation is 
much easier than starting from scratch.

2. Business continuity: If you change your job or role, 
documentation will give your successor a great view into 
the environment.

3. HHS: If HHS sends you an audit notification, proper 
documentation will show your compliance efforts. If you can 
demonstrate how you’re working toward HIPAA compliance 
in your documentation, they will likely be more lenient.

Remember to make sure you’re actually implementing the policies you 
document. If you haven’t implemented anything in your documentation, 
this is a major detriment to you, your PHI, and your organization.

A large part of your HIPAA compliance 
process and effort should be spent on 
documentation.
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HIPAA Documentation

MEET HIPAA DOCUMENTATION REQUIREMENTS

Many organizations are confused about what exactly they should 
document and how they should document it. Generally speaking, 
you should record the who, what, when, where, how, and why of 
everything related to PHI in your environment. Documentation 
should demonstrate in writing where you are today, where you’ve 
progressed over the years, and what your plan is for the future.

Your documentation should answer questions like:

• What is your security stance in general?

• What are your risks and vulnerabilities?

• How secure are your workstations?

• Do your workforce members understand how to 
safeguard PHI?

• What is the state of your location’s physical security?

• How does BYOD factor into your security strategy?

• What have you learned during your HIPAA  
compliance process?

• Who are the responsible parties?

• How are systems configured?

• What are your authorization and approval processes?

 

To answer these broad questions, dive into the detailed answers of 
more specific and technical questions, such as:

• Who holds your encryption keys, and how do you secure 
them? Where are encryption keys stored? What are those 
key holder’s responsibilities and role-based access level?

• Who has access to your firewalls? How are your firewalls 
configured? Which systems do your firewalls surround? 
Are your firewalls up to date? Do you have a change 
control process?

• Do you use FTP or SFTP? How is it configured? Do you have 
vendor documentation for SFTP?

• What are the roles and responsibilities of those that 
impact your PHI environment’s security? Do you have this 
information detailed for daily, weekly, monthly, quarterly, 
and yearly tasks (where applicable)?

https://www.securitymetrics.com/blog/role-based-access-control-hipaa-security
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COMPILE HIPAA DOCUMENTATION

HIPAA documentation requirements go far beyond policies 
and procedures. If you’re looking for ideas on what you 
should document at your organization, here’s a sample list 
to get you started:

• HIPAA risk management plan

• HIPAA risk analysis

• PHI location documentation (e.g., a PHI flow diagram)

• Privacy practices (e.g., NPPs)

• How you’ve addressed third-party risks

• Software development life cycles

• Business associate agreements (BAA) and/or 
enforceable consent agreements (ECA)

• How your environment manages identified 
vulnerabilities

• Incident response plan (IRP)/breach response plan

• Current/future goals and milestones

• Explanation of unimplemented addressable 
implementation standards

• Work desk procedures

• Training logs

• Compliant processes and procedures

• List of authorized wireless access points

• Inventory of all devices including physical location, 
serial numbers, and make/model

• Electronic commerce agreements

• Trading partner security requirements

• Lists of vendors

• Lists of employees and their access to systems

• Diagram of your physical office, including exit locations

• Disaster recovery runbook

• Employee handbook

• Policies and procedures for the Security, Breach 
Notification, and Privacy Rules

 
UPDATE YOUR HIPAA DOCUMENTATION

The biggest disservice you could do while meeting HIPAA documen-
tation requirements is to spend weeks gathering paperwork, and 
then place it on a shelf until next year.

HIPAA documentation is only as useful as  
it is accurate.

Just like all of your other weekly activities, documentation should be 
an ongoing part of your entire business-as-usual security strategy. 
Try to examine and adjust at least one piece of documentation each 
week or as you make organizational updates. Don’t pile it into one 
day or one month at the end of the year.

https://www.securitymetrics.com/blog/how-much-does-hipaa-risk-management-plan-cost
https://www.securitymetrics.com/blog/how-start-hipaa-risk-analysis
https://www.securitymetrics.com/blog/1-way-help-your-hipaa-audits-go-faster
https://www.securitymetrics.com/blog/hipaa-business-associate-agreements-101
https://www.securitymetrics.com/blog/what-are-addressable-hipaa-requirements
https://www.securitymetrics.com/blog/what-are-addressable-hipaa-requirements
https://www.securitymetrics.com/blog/hipaa-security-rule-fulfilling-requirements-and-addressing-healthcare-security-issues
https://www.securitymetrics.com/blog/how-manage-healthcare-data-breach
https://www.securitymetrics.com/blog/how-manage-healthcare-data-breach
https://www.securitymetrics.com/blog/what-hipaa-privacy-rule
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HIPAA Training

Workforce members are often considered the weakest link in PHI 
security and HIPAA compliance by most security professionals. If 
you don’t give your workforce specific rules and training, they won’t 
be able to keep up with constantly changing security best practices 
and secure PHI. Plus, if employees are trained only once, they might 
forget policies and procedures.

Consistent workforce training and education will remind them that 
both privacy and security are important, and it will show them how 
to create good security habits.

You should train your staff regularly (e.g., monthly). Training doesn’t 
have to be lengthy and detailed. You can break up training into 
monthly small and simple trainings (e.g., 20 minute presentations), 
making it easier to remember and implement procedures. For 
example, consider having specific training about the following topics:

• Social media compliance

• Password management

• Acceptable uses and disclosures

• Social engineering

• Phishing emails

• Physical security (e.g., workstations, active and passive 
medical devices)

• Disposal of data, media, and equipment

Social media use has become even more prevalent. If employees ir-
responsibly use social media, their actions can easily lead to serious 
HIPAA violations. Make sure staff understand the consequences of 
not following your HIPAA policies.

For example, you can share the story of a nurse at Michigan’s 
Oakwood Hospital who wrote a Facebook post about a patient 
accused of killing a police officer.33 Although the nurse didn’t use the 
patient’s name or Social Security number, this was still a breach of 
the HIPAA Privacy Rule.

58% of surveyed organizations 
trained their employees at 
least annually.

https://www.securitymetrics.com/hipaa-training
https://www.securitymetrics.com/blog/hipaa-social-media-compliance
https://www.securitymetrics.com/blog/hipaa-social-media-compliance
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HOW OFTEN ORGANIZATIONS TRAIN THEIR EMPLOYEES

Employees should receive regular training about HIPAA best practices 
(e.g., quarterly, monthly).
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(e.g., quarterly, monthly).
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TRAINING BEST PRACTICES

Implement a continuous training approach by inserting data security 
best practice information into messages that go to workforce members.

Your educational campaigns should also remind your staff that 
HIPAA compliance doesn’t just happen within the walls of your orga-
nization. Hackers can steal information on the subway or by eaves-
dropping on a phone call at the grocery store. Even sharing too much 
information on social media can lead to a cybersecurity attack.

As you set up your training plan, consider the following tips:

• Provide training as a mandatory part of new hire orientation

• Require regular training with all staff members–annual 
training isn’t enough

• Add security and compliance training to internal 
communications (e.g., newsletters, bulletin boards, emails).

• Keep a repository of policies and procedures (keep these 
updated and inform staff of updates)

• Develop a verification process to ensure training completion

• Document dates and times when workforce members 
complete their training

• Evaluate your training program effectiveness each quarter

• Reduce costs by making training part of your 
comprehensive educational program

In addition to your training plan, make sure you have and follow 
appropriate sanctions for workforce members that do not comply 
with your policies and procedures.

The regular routine of work makes it easy 
for employees to forget crucial security 
information learned during training.
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HIPAA Training  
Best Practices

DEREK MELLOR
SecurityMetrics Security Analyst  
CISSP | CISA | QSA

Workforce members are not usually security and privacy experts. 
Most HIPAA breaches are caused by user errors in healthcare 
workforce members. Although most healthcare workforce members 
aren’t malicious, they often either forget security best practices, 
don’t know exactly what they’re required to do in a certain scenario, 
or make mistakes that stem from their natural desire to help others.

Unfortunately, it is common for hackers to take advantage of human 
error to gain access to sensitive data. For example, PHI records are 
easily stolen in dumpster dives if workforce members do not take the 
time to destroy PHI records first. Removable devices are easily stolen 
if they are not kept track of or stored in secured areas. Networks can 
be hacked if workforce members choose easy-to-guess passwords.

Workforce members need to be given specific rules and regular 
training to know how to protect PHI. Regular training will remind 
them of the importance of security and keep them up to date with 
current security policies and practices. Here are some tips to help 
get employees prepared:

• Set monthly training meetings: Focus each month on a 
different aspect of data security, such as passwords, social 
engineering, and mobile device security.

• Give frequent reminders: Security reminders can be sent 
out in an email, newsletter, during meetings, and/or HIPAA 
security webinars that include tips for employees.

• Train employees on policies ASAP: Newly hired 
employees should be trained on security and HIPAA policies 
as quickly as possible, as well as annually.

• Make training materials easily available: Online training 
is a great way to provide easy access to training and policy 
information for all workforce members.

• Leverage technology: Whenever possible, technical 
security controls should be put in place to provide a safety 
net in case training fails.

• Document training: It is important to provide records of 
training in the case of an audit or breach. Have workforce 
members sign acknowledgments as training is completed.

• Regularly test employees: Create an environment where 
employees aren’t afraid to report suspicious behavior.

• Create incentives: Reward your employees for being 
proactive in HIPAA compliance.

AUDITOR’S PERSPECTIVE

“By holding staff accountable, you 
can protect your patients and  
organization more effectively.”

https://www.securitymetrics.com/hipaa-training
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ORGANIZATIONS THAT TRAIN EMPLOYEES ON 
THE FOLLOWING HIPAA RULES

Employees should be trained on all HIPAA standards (e.g., 
Security Rule, Breach Notification Rule, Privacy Rule).

Ai

Security Rule 52%

Security Rule 54%

Security Rule 37%

Breach Notification 50%

Breach Notification 53%

Breach Notification 31%

Privacy Rule 66%
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Graph 34 - Organizations that Train Employees on the Following HIPAA 
Rules 

Since 2019, surveyed organizations have 
decreased their training on the Security Rule 
by 46.4% and on the Breach Notification Rule 
by 53.7%.

https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/hipaa-audit
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HIPAA Audit

Third party HIPAA assessors are not your enemy; they want to 
help you make your organization more secure for your workforce 
members and your patients. But if you aren’t prepared, a govern-
ment-mandated audit can become a major challenge.

WHY IS THE OCR AUDITING YOU?

A HIPAA audit isn’t necessarily the result of a whistleblower or a 
possible HIPAA violation. It’s mainly for the Office of Civil Rights 
(OCR) to assess and gain an understanding of how healthcare 
providers are doing with HIPAA compliance, and to see if any 
changes need to be made.

There are a few reasons why your organization may be audited:

• Complaints: A customer, or even an employee can file a 
complaint with HHS, which may lead to an audit.

• Self-reported breach: If you’ve been breached, you have a 
much higher chance of being audited.

• At random: The OCR conducts random audits on 
organizations to see how healthcare entities are doing with 
HIPAA compliance. 

All covered entities and their business 
associates are eligible for a HIPAA audit.

POSSIBLE OCR AUDIT FINES

When organizations undergo an OCR audit or investigation, OCR 
auditors often review documented policies and procedures, 
interview staff, and observe if procedures are actually taking place. 
If all three of these factors don’t match requirements exactly, orga-
nizations may be issued hefty fines, such as:3

If you’re like most healthcare organizations, you already have orga-
nizational policies in place. But they probably haven’t been reviewed 
or updated in years. Or perhaps you do have policies, but they 
haven’t been properly documented.

VIOLATION  
CATEGORY PENALTY MAXIMUM PER 

CALENDAR

(A) Did not know $100-$50,000 $1,500,000

(B) Reasonable cause $1,000-$50,000 $1,500,000

(C)(i) Willful neglect 
- Corrected $10,000-$50,000 $1,500,000

C)(ii) Willful neglect -  
Not corrected $10,000-$50,000 $1,500,000

https://www.securitymetrics.com/blog/how-much-does-hipaa-compliance-cost
https://www.securitymetrics.com/blog/how-much-does-hipaa-compliance-cost


Guide to HIPAA Compliance | HIPAA Compliance  Best Practices | 135

HOW DOES AN OCR AUDIT WORK?

OCR audits involve someone going to your organization and 
examining how your organization is complying with HIPAA require-
ments. These audits examine a broad scope of requirements from 
the HIPAA rules.

Auditees will then receive audit reports, and they can respond to 
any findings that were discovered in the audit. They will then receive 
a final report, which will describe how the audit was conducted, 
discuss any findings from the audit, and contain entity responses 
to the findings. This report should be provided 30 days after the 
auditee’s response.

AUDIT PREPARATION BEST PRACTICES

HAVE DOCUMENTATION READY

This is one of the most important things to do while preparing for 
your audit. Having the proper documentation ready will make your 
audit go much faster and help you avoid costly penalties. This is why 
documentation has been mentioned so much throughout this guide.

HIPAA documentation isn’t something you can create overnight. 
Here are the top 5 pieces of documentation auditors look for:

1. Employee Training Documentation

Training helps workforce members remember important security 
practices to keep PHI secure.

• Regular training for all employees

• Verification process to ensure training completion

• High quality content presented during training

• Training completion dates for each staff member

• Evaluation process for training program effectiveness

2. Policies and Procedures

Policies and procedures aren’t just paperwork. They outline what 
you promise to do to protect your patient’s medical data.

• Privacy Rule policies (e.g., use and disclosure of PHI, NPPs)

• Security Rule policies (e.g., password requirements, 
encryption, physical security)

• Breach Notification policies (e.g., incident response plan, 
breach processes)

• Frequent updates to policies and procedures

• Where policies are stored and how they are  
disseminated to staff

3. Business Associate Agreements

Covered entities and business associates agree to share responsibil-
ity for patient data protection, but it’s still the primary responsibility 
of the covered entity to ensure PHI protection.

• Recently signed agreements for all business  
associate relationships

• Agreements updated to include Omnibus language

• Satisfactory assurance that each business associate 
safeguards patient data

• Business associate risk evaluation

• Annual evaluation of contracts

https://www.securitymetrics.com/blog/how-meet-hipaa-documentation-requirements
https://www.securitymetrics.com/hipaa-training
https://www.securitymetrics.com/hipaa-policies
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HIPAA Audit

4. HIPAA Risk Analysis

A HIPAA risk analysis identifies potential security threats that put 
your patients’ data and your organization at risk.

• Lists of employees with their PHI access levels

• Network diagrams and flow diagrams of PHI in  
your environment

• Lists of systems with PHI access (e.g., servers, 
workstations, laptops, active and passive medical devices)

• Identified vulnerabilities, threats, and risks to patient data

• Prioritized risks based on likelihood of occurrence and 
potential impact

5. HIPAA Risk Management Plan

A HIPAA risk management plan is simply your outlined strategy for 
mitigating risks found in your risk analysis.

• Organizational HIPAA goals

• Each vulnerability and assigned risk level

• HIPAA security control to-dos

• Dates completed and which employee completed it

• Notes that address unimplemented guidelines

CONDUCT INTERNAL AUDITS

Conducting audits within your organization can help you find 
resolvable problems in your security. It’s best to do internal audits 
periodically to find new issues that may appear.

Organizations should engage a third-party security expert to help 
with conducting a proper security assessment. A security assessor 
will have experience in HIPAA (and many other security mandates) 
and will be able to see your organization from an external view 
(which is what malicious attackers are doing).

If you have time, conducting an internal audit is a good idea to find 
and resolve any problems before your third-party onsite audit.

44% of respondents conducted 
internal audits.

https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/hipaa-audit
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https://www.securitymetrics.com/hipaa-audit
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Overcome Management’s  
Budget Concerns

TREVOR HANSEN
SecurityMetrics Principal Security Analyst  
CCSFP | QSA | CISA | CISSP

If you are having problems communicating budgetary needs to 
management, conduct a risk analysis before starting the HIPAA 
process. NIST 800-30 is a good risk assessment protocol to follow. 
It is designed to help decide what kind of budget should be assigned 
to mitigating risks. 

At the end of this assessment, you’ll have an idea of the probability 
of a compromise, how much money might be lost if compromised, 
and the impact a breach might have on your organization.

Find a way to show how much a lack of security will cost your 
organization. For example, ask yourself, “if one of our systems gets 
compromised and leads to a widespread case of ransomware, how 
much will it affect our patients, hurt our ability to provide quality 
care, and cost our organization?” Ransomware is a very common 
method attackers use to exploit the healthcare system, after all. 

Another aspect of HIPAA compliance is availability. If you provide 
healthcare services to patients, you need to be able to do so even in 
the event of a natural disaster. A costly breakdown in communica-
tions and access to critical records could lead to increased liability 
for your company during an already challenging time recovering 
from a disaster. A good risk analysis will help you identify areas 
that should be improved to ensure availability of your services in a 
disaster and help justify a budget for mitigating such risks. 

Consider asking your accounting or marketing teams for help in 
delivering your budgetary needs in more bottom-line terms.

If possible, work with your HIPAA team to come up with 
the following information: security controls that need to be 
implemented, cost estimates, and how critical your team feels each 
security control might be to your organization’s security.

AUDITOR’S PERSPECTIVE

“By holding staff accountable, you 
can protect your patients and  
organization more effectively.”
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HIPAA Budget

The amount required to budget for HIPAA compliance depends on 
your organization. Here are a few variables that will factor into the 
cost of your overall compliance:

• Your organization type: Are you a hospital, business 
associate, electronic health information exchange (HIE), 
healthcare clearinghouse, or another type of healthcare 
provider? Each organization type will have varying amounts 
of PHI and varying risk levels.

• Your organization size: Typically, the larger an 
organization is, the more vulnerabilities it has. More 
workforce members, more programs, more processes, 
more computers, more PHI, and more departments mean 
higher HIPAA costs.

• Your organization’s culture: If data security is a top 
priority for upper management, increasing a security 
budget probably isn’t a major internal struggle. In other 
cases, management is very hesitant to dish out budgets 
to HIPAA; this is because they don’t understand their 
organization’s security liabilities.

• Your organization’s environment: There are many system 
aspects that can affect HIPAA compliance costs, such 
as the type of your medical devices, the brand(s) of your 
computers, the types of your firewalls, and the model(s) of 
your backend servers.

• Your organization’s dedicated HIPAA workforce: Even 
with a dedicated HIPAA team, organizations usually require 
outside assistance and consulting to help them meet 
HIPAA requirements.

Having the proper security budget protects not just your organiza-
tion but your patients as well.

The following are estimated annual HIPAA budgets:3

Keep in mind, this is far cheaper than paying for a data breach, 
which can amount to $180,000 to $8.3 million and above. 

SMALL COVERED ENTITY/BUSINESS ASSOCIATE

Training and policy development $1-2K

Risk Analysis and Risk Management Plan $2K

Remediation $2-16K+

Total $5-20K+

MEDIUM/LARGE COVERED ENTITY/BUSINESS ASSOCIATE

Vulnerability scanning $800+

Training and policy development $5K+

Penetration testing $15K+

Risk Analysis and Risk Management Plan $20K+

Onsite audit $40K+

Remediation
VARIES based on where 

an organization stands in 

compliance and security

Total
$70K+, depending on 

your organization’s current 

environment

https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/blog/how-much-does-hipaa-compliance-cost
https://www.securitymetrics.com/hipaa-training
https://www.securitymetrics.com/hipaa-policies
https://www.securitymetrics.com/vulnerability-scan
https://www.securitymetrics.com/hipaa-training
https://www.securitymetrics.com/hipaa-policies
https://www.securitymetrics.com/penetration-testing
https://www.securitymetrics.com/hipaa-audit
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Top-Down Security

Unless someone from management is tasked with overseeing the 
HIPAA efforts at your organization, HIPAA compliance won’t happen. 
In SecurityMetrics HIPAA Security Rule Report, our data showed 
that senior leaders often believe they are 10% or even 20% more 
compliant with most HIPAA policies than those individuals who 
handle HIPAA tasks (i.e., IT, Compliance, and Risk Officers) believe.34

Senior leaders often expect their staff to be fully compliant with 
HIPAA standards, but the IT, Compliance, and Risk workforce 
members are not always given adequate resources to implement 
security best practices.

For example, IT may not have the budget to implement adequate 
security. Some may try to look for free software to fill in security 
gaps, but this avenue can be resource intensive due to the time it 
takes to implement and manage effective free security applications. 
In some instances, we have seen that an IT department wanted their 
third-party auditor to purposely fail their compliance evaluations 
so they could prove that they needed a higher security budget. 
Obviously, it would have been better to focus on security from the 
top down beforehand.

In some cases, these individuals do not have enough expertise to 
fully address specific aspects of HIPAA compliance (e.g., external 
vulnerability scans). This usually forces those in charge of HIPAA 
compliance to cut corners in their security measures or not address 
the issues at all.

Security is not a bottom-up process; you can’t just tell IT to “get 
us compliant” because this checkbox attitude can lead to data 
breaches. Management at the highest level (e.g., CEO, VP, CTO, CIO) 
must understand that HIPAA initiatives should come from the top 
and be fully supported at all levels. If you are in a senior leadership 
position, you should be involved with budgeting, assisting, and 
promoting security best practices to foster a strong security culture.

Management needs to be aware of their 
organization’s security needs and promote a 
culture of security and HIPAA compliance.

http://info.securitymetrics.com/hipaa-security-rule-report
https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/vulnerability-scan
https://www.securitymetrics.com/vulnerability-scan


142 |  

Healthcare Security  
And Best Practices

JEN STONE
SecurityMetrics Senior Security Analyst  
CCSFP | MCIS | CISSP | CISA | QSA

Healthcare security gaps often stem from communication issues. 
It’s common to see executives and practice leads who aren’t 
listening to their staff about their current state of compliance and 
security. Decision makers might not understand why it’s critical to 
supply resources for security, or staff might not understand how to 
explain their staffing and budget needs to senior management.

These organizations typically need to outsource their security efforts 
or engage information security consultants to obtain solid security 
advice because they don’t have in-house knowledge or experience.

Budgets need to place more emphasis on security. I’ve seen 
large organizations spend hundreds of thousands of dollars on 
new medical equipment, then balk at an important security tool 
costing only a few thousand dollars. Some make the argument that 
equipment saves lives or improves patient well-being, but a breach 
of the privacy and security of healthcare information can have 
devastating real-world effects. 

Stolen information can result in financial or reputational ruin, on top 
of whatever health issues a patient might be dealing with. Systems 
hit by ransomware can mean that lifesaving medical details in a 
patient’s records aren’t available when needed. Medical devices, if 
breached, can negatively affect a patient’s healthcare experience or 
even result in death. 

Privacy and security officers need to understand and explain 
these risks to the executive team. Often, a third party can help add 
credibility to get executives to commit the appropriate budget and 
personnel resources to adequately secure PHI.

AUDITOR’S PERSPECTIVE

“Compliance officers need to better 
understand these risks, and then 
find ways to convey this information 
to the executive team.”
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Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.
 
 
securitymetrics.com/hipaa-audit

Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.

Learn More

https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/hipaa-audit
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Terms And Definitions

Access Control List (ACL): A list of instructions for firewalls to 
know what to allow in and out of systems.

Advanced Encryption Standard (AES): Government encryption 
standard to secure sensitive electronic information.

Breach: An impermissible use or disclosure of Protected Health 
Information, resulting in significant risk of financial, reputational, or 
other harm to the affected individual.

Business Associate (BA): A person or entity that performs certain 
functions that involve the use or disclosure of PHI (e.g., CPA, IT 
provider, billing services, coding services, laboratories).

Business Associate Agreement (BAA): A contract between a 
covered entity and business associate to safeguard PHI and comply 
with HIPAA.

Captured: Data is being recorded, gathered, and/or stored from an 
unauthorized source.

Chief Information Security Officer (CISO): Similar to a CSO, but 
with responsibility for IT rather than entity-wide security.

Chief Security Officer (CSO): Company position with responsibil-
ity towards HIPAA compliance, PCI compliance, physical security, 
network security, and other security protocols.

Covered Entity (CE): A health plan, health care clearinghouse, or 
health care provider that electronically transmits health information 
(e.g., doctors, dentists, pharmacies, health insurance companies, 
company health plans).

Electronic Health Record (EHR): Digital chart that contains a 
patient’s comprehensive medical history from multiple healthcare 
providers. Often referred to as the EHR system when discussing all 
patient charts.

Electronic Medical Record (EMR): Digital chart that contains a 
patient’s medical history from a single practice used for diagnosis 
and treatment. Often referred to as the EMR system when 
discussing all patient charts.

Electronic Protected Health Information (ePHI): Health 
information sent or stored electronically protected by the HIPAA 
Security Rule.

Exfiltrated: Unauthorized data is transferred from a system.

Federal Information Processing Standards (FIPS): US federal 
government standards for computer security that are publicly 
announced (e.g., encryption standards).

File Integrity Monitoring (FIM): A way of checking software, 
systems, and applications in order to warn of potential malicious 
activity (e.g.,., when a file is changed).

File Transfer Protocol (FTP): An insecure way to transfer 
computer files between computers using the Internet. (See SFTP)

Firewall (FW): A system designed to screen incoming and outgoing 
network traffic.
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Health Information Technology for Economic and Clinical 
Health (HITECH Act): 2009 legislative act that, among other 
things, implements a series of fines to enforce HIPAA compliance 
and requires business associates to adhere to the same level of 
HIPAA compliance as covered entities. 

Health Insurance Portability and Accountability Act (HIPAA): 
A federal mandate that, among other things, requires organizations 
to keep patient data secure through a myriad of privacy and security 
procedures, policies, and actions.

Hypertext Transfer Protocol (HTTP): A method of communication 
between servers and browsers. (See HTTPS)

Hypertext Transfer Protocol Over Secure Socket Layer 
(HTTPS): A secure method of communication between servers and 
browsers. (See HTTP)

Incident Response Plan (IRP): Policies and procedures to 
effectively limit the effects of a security breach.

Information Technology (IT): Anything relating to networks, 
computers, and programming, and the people that work with those 
technologies.

Intrusion Detection System/Intrusion Prevention System (IDS/
IPS): A system used to monitor network traffic and report potential 
malicious activity.

Multi-factor Authentication (MFA): Two out of three independent 
methods of authentication are required to verify a computer or 
network user. The three possible factors are:

• Something you know (e.g., a username and password)

• Something you have (e.g., an RSA token or cellphone which 
gives you a new code for each login)

• Something you are (e.g., fingerprint or iris scan)

National Institute of Standards and Technology (NIST): 
Federal technology agency that assists in developing and applying 
technology, measurements, and standards.

National Vulnerability Database (NVD): A repository of all known 
vulnerabilities, maintained by NIST.

Network Access Control (NAC): Restricts data that users, apps, 
and programs can access on a computer network.

Notice of Privacy Practices (NPP): A document that explains 
how a healthcare organization intends to use, share, and protect a 
patient’s protected health information (PHI), as well as defining what 
an individual’s information rights are and how they can exercise 
these rights.

Office for Civil Rights (OCR): The federal organization responsible 
for enforcing HIPAA compliance.

Open Web Application Security Project (OWASP): A non-profit 
organization focused on software security improvement, often 
heard in the context of “OWASP Top 10”, a list of top threatening 
vulnerabilities.

Protected Health Information (PHI): Information that can be 
linked to a particular person (i.e., past, present, or future health 
condition or healthcare provision) such as patient name, Social 
Security number, and medical history.

Risk: The likelihood a threat will trigger or exploit a vulnerability 
and the resulting impact on an organization.

Risk Analysis (RA): An assessment of the potential vulnerabilities, 
threats, and possible risk to the confidentiality, integrity, and avail-
ability of ePHI held by the covered entity or business associate.
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Risk Management Plan (RMP): The strategy to implement 
security measures to reduce risks and vulnerabilities to a 
reasonable and appropriate level.

Role-Based Access Control (RBAC): The act of restricting users’ 
access to systems based on their role within the organization.

Secure File Transfer Protocol (SFTP): A secure way to encrypt 
data in transit. (See FTP)

Secure Socket Layer (SSL): Internet security standard for 
encrypting the link between a website and a browser to enable 
transmission of sensitive information (predecessor to TLS).  
(See TLS)

Threat: The potential for a person, event, or action to exploit a 
specific vulnerability.

Transport Layer Security (TLS): A more secure Internet security 
standard for encrypting the link between a website and a browser to 
enable transmission of sensitive information. (See SSL)

Two-factor Authentication (TFA): (See MFA)

United States Department of Health and Human Services 
(HHS): The federal organization that created HIPAA.

Virtual Private Network (VPN): Technical strategy for creating 
secure tunnels over the Internet.

Vulnerable: A weakness in a system, environment, software, or 
website that can be exploited by an attacker.

Vulnerability: A flaw or weakness in procedures, design, imple-
mentation, or security control that could result in a security breach.

Wi-Fi Protected Access (WPA): Security protocol designed to 
secure wireless computer networks. (See WPA2)

Wi-Fi Protected Access II (WPA2): A more secure version of WPA. 
(See WPA)

Wired Equivalent Privacy (WEP): An outdated and weak security 
algorithm for wireless networks.
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Appendix

SURVEY RESULTS

SecurityMetrics conducted four surveys in 2022 to gather 
information specific to HIPAA’s Security, Breach Notification, and 
Privacy Rules.

We received responses from 277 different healthcare professionals 
responsible for HIPAA compliance. These professionals primarily 
belong to organizations with fewer than 500 employees, but these 
statistics are important for organizations of any size because most 
(if not all) healthcare organizations share patient data with smaller 
organizations (e.g., hospitals send patient data to specialty clinics). 
Whenever patient information is shared, the security of one organi-
zation could impact the security of the other, regardless of size. 
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ORGANIZATIONS THAT ENCRYPT STORED  
ELECTRONIC PROTECTED HEALTH INFORMATION

ORGANIZATIONS THAT SEND EMAILS  
CONTAINING PATIENT DATA

ORGANIZATIONS THAT EMAIL PATIENT DATA  
TO THE FOLLOWING INDIVIDUALS 

Most organizations do not email patient data, that data was ommited from the graph. 
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ORGANIZATIONS THAT USE  
MOBILE ENCRYPTION 

ORGANIZATIONS HAVE AUTOMATIC  
TIMEOUTS/LOG OUTS ON WORKSTATIONS
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GRAPH 13 - Organizations have automatic timeouts/log outs 
on workstations 
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HOW OFTEN ORGANIZATIONS REVIEW THEIR  
ACCESS CONTROL SYSTEMS  

ORGANIZATIONS THAT REQUIRE MULTI-FACTOR AUTHENTICATION 
FOR REMOTE ACCESS TO PATIENT DATA 
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GRAPH 18 How Often Organizations Review Their 
Access Control Systems 

Position change

Personnel fired
Monthly

Quarterly

Never

Don’t know

Semiannually
Annually

20
18

20
19

20
20

20
21

20
22

40%

29%

33%

12%

21%

10%

48%

50%

57%

2022 Data

2021 Data

2020 Data

Graph 19 - Organizations that require multi-factor 
authentication for remote access to patient data
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ORGANIZATIONS THAT  
STORE SYSTEM LOGS 
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Graph 20 - Organizations that Store System Logs
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Graph 22 - Organizations that conduct vulnerability scanning
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HOW OFTEN ORGANIZATIONS CONDUCT  
VULNERABILITY SCANS 

ORGANIZATIONS THAT PERFORM  
PENETRATION TESTS 
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ORGANIZATIONS THAT TEST THEIR  
INCIDENT RESPONSE PLAN 

 
ORGANIZATIONS THAT  
DESTROY SENSITIVE DATA 
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Graph 27 - Organizations that test their incident response plan 
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Graph 27 - Organizations that test their incident response plan 
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HOW OFTEN ORGANIZATIONS  
UPDATE THEIR DOCUMENTATION 
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TRAIN THEIR EMPLOYEES  

ORGANIZATIONS THAT TRAIN EMPLOYEES  
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ABOUT  
SECURITYMETRICS

We secure peace of mind for organizations that handle sensitive 
data. We hold our tools, training, and support to a higher, more 
thorough standard of performance and service. Never have a false 
sense of security.™

We are a PCI certified Approved Scanning Vendor (ASV), Qualified 
Security Assessor (QSA), Certified Forensic Investigator (PFI), and 
Managed Security provider with over 20 years of data security 
experience. From local shops to some of the world’s largest brands, 
we help all businesses achieve data security through managed 
services and compliance mandates (PCI, HIPAA, GDPR, HITRUST). 
We have tested over 1 million systems for data security and 
compliance. We are privately held and are headquartered in Orem, 
Utah, where we maintain a Security Operations Center (SOC) and 
24/7 multilingual technical support.

www.securitymetrics.com/hipaa-audit

Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.
 
 
securitymetrics.com/hipaa-audit

Never Have  
a False Sense  
of Security.™
 
Learn More About 
SecurityMetrics  
HIPAA Audits.

Learn More

https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/hipaa-audit
https://www.securitymetrics.com/hipaa-audit
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