8

TIPS
How to Pass Your Next Security Audit:

from 8 QSAs

Here are 8 pieces of advice from 8 Qualified Security Assessors
(QSAs) on the best ways to ensure you pass your next Payment
Card Industry Data Security Standard (PCI DSS) audit and
maintain PCI compliance.

Maintain an accurate network diagram.
Maintain an accurate network diagram. I often
see diagrams that represent a PCI compliant
network, but actual network configurations
usually reflect otherwise.
-Thomas McCrory, CISSP, QSA

Don’t assume you’re compliant.
Don’t assume that just because you were
compliant for a particular control last year,
you’re automatically compliant this year.
Requirements evolve, and emerging
threats….emerge.
Frequently review your PCI scope and the PCI DSS
to ensure you understand and properly apply the requirements.
-Trevor Hansen, CDCDP, CISSP, QSA

3

Understand your risks.
PCI DSS requirement 12.2 requires that all
entities annually perform a risk assessment
that identifies critical assets, threats, and
vulnerabilities. This requirement helps
organizations identify, prioritize, and manage
information security risks.
Understanding your risks is a step in the right direction
towards protecting sensitive data and achieving compliance.
-Brand Barney, CISSP, QSA, HCISPP

Internal examination.
To help ensure a smooth audit, perform your
own internal audit during the year. I often find
that IT controls to maintain a compliant
environment are not working as expected.
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For example, in-scope systems may not receive
critical update patches, or antivirus updates may not
work on critical systems due to connection issues or
misconfigurations. Internal auditing helps ensure controls
are in place and actually working as expected.
-Michael Simpson, QSA
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Talk to your assessor during the year.
Communicate with your assessor throughout
the year, particularly if there are significant
changes made to the environment. If potential
issues arise, you have the ability to address
them upfront rather than after implementation
and in production 1-2 months before
your final report is due.
Your assessor has seen a large array of different
environments and might be able to provide advice or
give you a heads up where others have run into problems.
-Dustin Rich, CISSP, CISA, QSA, PA-QSA

Get stakeholders involved.
Understand the different card data environments
and be involved with business stakeholders as
they look to evolve their processes so that
security is ‘baked’ into new projects.
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-Tod Ferran, CISSP, QSA
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Keep documentation updated.
It’s a necessary evil, but keep your documentation
updated. There is nothing more enjoyable than
walking into an audit and having the client
provide current documentation updated to
reflect all changes within the environment.

This includes, but is not limited to, changes within
security policies, software and hardware found within the card data
environment, firewall/router configurations and rule sets,
network/card flow diagrams, personnel roles and responsibilities,
and the software development life cycle.
-Matt Glade, CISSP, QSA

Assign a compliance leader.
Often there is not a ‘project lead’ at a company that
takes responsibility for the full compliance effort.
Or, if that person exists, they are not empowered
to insist on change in other groups’
security postures.
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-Gary Glover, CISSP, CISA, QSA, PA-QSA

Need help passing your PCI DSS audit? We can help!
audits@securitymetrics.com | 801.705.5656
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